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Abstract

Thi s docunent proposes an authentication nethod using physical |ayer
features fromtermnal unit. This docunent assunes that the reader
is famliar with some concepts and details regardi ng physical |ayer
security.
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1. I nt roducti on

The cl assical device authentication nmethod includes MAC address, pre-
shared key or digital certificate. However, the MAC address is easy
to be imtated, which can hardly ensure the security. The security
of the pre-shared key and digital certificate is mainly due to the
strength of the digital key and authentication algorithmns.

Physi cal |ayer feature based device identification provides a

physi cal |ayer security protection for networks. Uilizing the

i nherent physical |ayer feature of termnal unit, it is possible to
realize identity authentication via only the received waveform

It has been denonstrated that physical |ayer feature owns uni queness
and persistence, which could be used for termnal unit
identification. The physical |ayer feature could be obtained via
transient feature extraction, spectrumfeature extraction or

nmodul ation feature extraction. [Ref_1] After that, gateway could
identify the identity of the termnal unit via the received signal
wavefornms by identification algorithns.

1.1. Term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].
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2.

2.

Applicability

Thi s mechani sm authenticates the identity of the termnal unit by
physi cal | ayer features, which is suitable for wireless, wired and
optical networks.

When network node transmts nessage to other network nodes, the

bi nary nessage is transfornmed to anal ogi cal signal in physical |ayer.
Thi s physical |ayer signal includes the unique physical |ayer feature
of the transmitter. The receiver utilizes the physical |ayer
features fromthe transmtter signal

The steps are |listed bel ow

1. Physical |ayer feature extraction

The physical |ayer feature extraction nethods can be generally
sunmari zed into three categories, nanely transient-based nethod,
spectrum based net hod, and nodul ati on-based nethod. [Ref_1] The
obt ai ned physical layer features are digitalized to a feature vector,
which is used for authentication.

2. Physical Layer Feature based Authentication

The gateway uses the extracted physical |ayer features to
aut henti cate the accessing term nal device.

Physi cal Layer Feature Extraction

The physical |ayer features include transient-based feature,
spectrum based feature, and nodul ati on-based feature.

The transi ent-based nethod neasures the turn-on/off transient or
transmtting signal variations for device identification. These
features are extracted by neasuring the envel ope of the transient

signal. Signal processing nmethods such as principal conponent
anal ysis (PCA) and discrete Fourier transform (DFT) are enpl oyed for
further feature process. |In addition, statistical nmethods are al so

used for transient-based feature extraction. The standard devi ation,
vari ance, skewness and kurtosis of the transient anplitude, phase and
frequency are extracted for physical |ayer features. A vector of
these features are directly enpl oyed for

aut henti cation. [ Ref _1][ Ref _2]

Si gnal spectrumis another inportant physical |ayer feature. The
power spectrumdensity (PSD) is directly extracted fromthe sanpl es
of the receiver signal. |In general, the non-linearity behavior of
the device transmtter is the main source of the signal spectrum
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feature. The signal spectrumfeature can be quantified by selecting
several significant regions at PSD. The in-band outline and out-of -
band outline of PSD is another inportant physical |ayer feature for
aut hentication. [Ref 1]

Modul ati on- based net hods extract stable features fromthe received
signal, including auto gain control (AGC) responds, amplifier
nonlinearity characteristics, sanpling frequency offset, carrier
frequency offset, differential constellation trace figure (DCTF) and
so on. These nodul ati on-based features can be extracted in the
baseband by specific nethods. [Ref 3]

The extracted physical |ayer features are grouped into a feature
vector. This feature vector is further used for authentication.

4. Physical Layer Feature based Authentication

In physical |ayer feature based authentication, the gateway has two
process, including a training process and decision process. In
training process, the systemworks in a secure connection. The
identity of the accessing device is true and known at gateway. The
gateway capture the physical |ayer signal and extract the physical

| ayer feature. The obtained physical |ayer feature is stored in
dat abase for decision process in authentication. In decision
process, the systemworks in an open network. Gateway receives the
signal of accessing term nal device. Gateway authenticate the
identity of the term nal using the stored features in database.

In termnal identity authentication problem the gateway is faced
Wth two situations. The first situation is that the identity of the
term nal device has been regi stered before, the term nal device
declare its identity in its accessing. |In this case, gateway conpare
the extracted physical |ayer feature to the feature vector stored in
t he database. The result of the conparison is a degree of simlarity
bet ween the accessing term nal device and |legitimate device. Gateway
confirmthe identity of the accessing term nal device when the degree
of simlarity is higher than a threshold. |If the identity of the
accessing termnal device is legitimte, gateway opens the connection
of the termnal device to the internal network. The second situation
is that the identity of the termi nal device has not been registered
before. In this case, gateway al so extracts the physical |ayer
feature of the accessing term nal device. The gateway conpare the
extracted feature to all of the feature vectors stored in the

dat abase. A final result of degree of simlarities between the
accessing term nal device and stored features is obtained. Gateway
confirmthe new identity of the accessing term nal device when all of
degree of simlarities are lower than a threshold. Gateway cl ose the
connection of the termnal device to the internal network.
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5.

Exanpl e
An application exanple is introduced as foll ows:

The aut hentication by physical |ayer feature systemincludes four

el ements: termnal unit, physical |ayer feature extraction unit,
internal network unit and accessing control unit. The termnal unit
is connected to the physical |ayer feature extraction unit and
accessing control unit. The physical |ayer feature extraction unit
is connected to the accessing control unit. The internal network
unit is connected to the accessing control unit. The signal is
transmtted fromtermnal unit to physical |ayer feature extraction
unit. The signal is also transmtted from physical |ayer feature
extraction unit to accessing control unit. The termnal unit and
accessing control unit have nmutual signal exchange. The internal
network unit and accessing control unit also have mutual signal
exchange.

The physical |ayer feature extraction unit includes three conponents:
front-end signal capture device and processor. The processor
extracts the physical |ayer feature using the capture signal from
front-end signal capture device. The accessing control unit includes
two conponents: storage and processor. The processor authenticates

t he accessing term nal device using the physical |ayer feature. The
authentication rule and identity information are stored in the

dat abase of storage. The extracted physical |ayer feature is also
stored in the database of storage.

In training process, physical |ayer feature extraction unit initially
obt ai ns physical |ayer feature and transmts the physical |ayer
feature to accessing control unit. Accessing control unit binds the
physi cal |ayer feature to the identity of term nal device. The

physi cal |ayer feature of the trained device is stored in database at
accessing control unit.

I n decision process, physical layer feature extraction unit captures
t he signal of accessing term nal device. Physical |ayer feature
extraction unit further extracts the physical |ayer feature fromthe

captured signal. Physical |ayer feature extraction unit transfers
t he physical |ayer feature to accessing control unit. |In decision
process, the authentication has two situations. In the first

situation, the identity of the term nal device has been registered
before in the database. The term nal device declares his identify
when it accesses the network. The accessing control unit conpares
the extracted physical |ayer feature to the stored physical |ayer
feature in the database with the declared index. This conparison
gets a result of degree of simlarity. |If this degree of simlarity
is higher than a threshold, accessing control unit confirns the
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8.

8.

identity of the device and opens the connection of termnal unit to
the internal network unit. |If this degree of simlarity is |ower
than a threshold, accessing control unit rejects the access of the
devi ce and cl oses the connection of termnal unit to the internal
network unit. 1In the second situation, the identity of the term nal
devi ce has not been registered before in the database. The term nal
devi ce does not declare his identify when it accesses the network.
The accessing control unit conpares the extracted physical |ayer
feature to all of the stored physical l|ayer feature in the database.
This conparison gets a result of highest val ue of degree of
simlarity. |If the highest value of degree of simlarity is |ower
than a threshold, the accessing control unit confirms the new
identity of the accessing term nal device and cl oses the connection
of termnal unit to the internal network unit. |If the highest val ue
of degree of simlarity is higher than a threshold, the accessing
control unit requires other authentication nmethod to confirmthe
identity of the term nal device.

| ANA Consi derati ons
Thi s docunent includes no request to | ANA
Security Considerations

This section will address only security considerations associ at ed
with the use of physical |ayer features for authentications. The
simlarity of physical |ayer features between different devices is
relied on the consistency of physical devices, neasurenment accuracy
of the gateway. |f the gateway cannot distinguish the physical |ayer
features between different devices, authentication nmethods in higher
| ayer is required.
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