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1

I ntroduction

Sone time ago, the IESGinstituted a policy of requiring expert
revi ew of | ETF standards-track specifications containing MB nodul es.
These reviews were established to ensure that such specifications
foll ow established | ETF docunentation practices and that the MB
nmodul es they contain neet certain generally accepted standards of
quality, including (but not Iimted to) conpliance with all syntactic
and semantic requirenments of SMv2 (STD 58) [RFC2578] [RFC2579]

[ RFC2580] that are applicable to "standard" M B nodul es. The purpose
of this menmo is to docunment the guidelines that are followed in such
revi ews.

Pl ease note that the guidelines in this neno are not intended to
alter requirenments or prohibitions (in the sense of "MJST", "MJST
NOT", "SHALL", or "SHALL NOT" as defined in RFC 2119 [RFC2119]) of
exi sting BCPs or Internet Standards except where those requirenments

or prohibitions are anbi guous or contradictory. |In the exceptiona
cases where anbiguities or contradictions exist, this nmenp docunents
the current generally accepted interpretation. |n certain instances,

the guidelines in this meno do alter recommendations (in the sense of
"SHOULD', "SHOULD NOT", "RECOWENDED', or "NOTI' RECOWENDED' as
defined in RFC 2119) of existing BCPs or Internet Standards. This
has been done where practical experience has shown that the published
recomendations are suboptimal. In addition, this neno provides

gui delines for the selection of certain SMv2 options (in the sense
of "MAY" or "OPTIONAL" as defined in RFC 2119) in cases where there
is a consensus on a preferred approach

Al t hough sone of the guidelines in this neno are not applicable to
non- st andards track or non-|IETF M B docunents, authors and revi ewers
of those documents shoul d consider using the ones that do apply.

Revi ewers and aut hors need to be aware that sonme of the guidelines in
this meno do not apply to MB nodul es that have been translated to
SMv2 from SMvl (STD 16) [RFC1155] [RFC1212] [RFC1215].

Ter m nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTI ONAL", when used in the guidelines in this neno, are to be
interpreted as described in RFC 2119 [ RFC2119].

The terms "M B nodul e" and "informati on nodul e" are used

i nterchangeably in this meno. As used here, both terns refer to any
of the three types of information nodules defined in Section 3 of RFC
2578 [ RFC2578].
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The term "standard", when it appears in quotes, is used in the sane
sense as in the SMv2 docunents [RFC2578] [RFC2579] [RFC2580]. In
particular, it is used to refer to the requirenments that those
docunents | evy on "standard" nodul es or "standard" objects.

3. General Docunentation Guidelines

In general, |ETF standards-track specifications containing MB
nmodul es are subject to the same requirenents as | ETF standards-track
RFCs (see [ RFC2223bis]), although there are sonme differences. In
particul ar, since the version under review will be an Internet-Draft,
the notices on the front page MJUST conply with the requirenents of
http://ww.ietf.org/ietf/lid-guidelines.txt and not with those of

[ RFC2223bis]. In addition, since the specification under reviewis
expected to be subnmitted to the IESG it MJST conply with certain
requi renents that do not necessarily apply to RFCs; see
http://ww.ietf.org/lID Checklist.htm for details.

Section 4 of [RFC2223bis] lists the sections that may exist in an
RFC. Sections fromthe abstract onward nay al so be present in an
Internet-Draft; see http://ww.ietf.org/1D Checklist.html. The "body
of memo" is always required, and in a MB docunent MJST contain at
| east the foll ow ng:

0 MB boilerplate section

o Narrative sections

o Definitions section

0 Security Considerations section

0 | ANA Consi derations section

0 References section

Secti on-by-section guidelines foll ow

3.1. MB Boilerplate Section

This section MJIST contain a verbatimcopy of the |atest approved

I nt ernet - Standard Managenent Framework boilerplate, which is
avail able on-line at http://ww. ops.ietf.org/ mb-boilerplate. htm .
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3.2. Narrative Sections

The narrative part MJST include an overvi ew section that describes
the scope and field of application of the MB nodul es defined by the
specification and that specifies the relationship (if any) of these
M B nodul es to other standards, particularly to standards contai ning
other M B nodul es. The narrative part SHOULD include one or nore
sections to briefly describe the structure of the MB nodul es defi ned
in the specification

If the MB nodul es defined by the specification inport definitions
fromother MB nodul es (except for those defined in the SMv2
docunents [ RFC2578] [ RFC2579] [ RFC2580]) or are always inplenented in
conjunction with other M B nodul es, then those facts MJST be noted in
the overvi ew section, as MJST any special interpretations of objects
in other MB nodul es. For instance, so-called nedia-specific MB
nmodul es are always inplenented in conjunction with the IF-MB

[ RFC2863] and are REQUI RED to docunent how certain objects in the
IF-M B are used. In addition, nedia-specific MB nodules that rely
on the ifStackTabl e [ RFC2863] and the iflnvStackTabl e [ RFC2864] to
mai ntain informati on regarding configuration and mnultipl exi ng of

i nterface sublayers MJST contain a description of the |ayering nodel

3.3. Definitions Section

This section contains the M B nodul e(s) defined by the specification
These M B nodul es MJUST be witten in SMv2 [ RFC2578] [ RFC2579]

[ RFC2580]; SM vl [RFC1155] [RFC1212] [RFC1215] has "Not Recommended"
status [RFC3410] and is no |onger acceptable in | ETF M B nodul es.

See Section 4 for guidelines on SMv2 usage.
3.4. Security Considerations Section

Each specification that defines one or nore MB nodul es MJST contain
a section that discusses security considerations relevant to those
nmodul es. This section MJUST be patterned after the | atest approved
tenplate (available at http://ww. ops.ietf.org/ mb-security.htm).
In particular, witable MB objects that could be especially

di sruptive if abused MJUST be explicitly listed by nanme and the
associ ated security risks MJST be spelled out; simlarly, readable
M B objects that contain especially sensitive information or that

rai se significant privacy concerns MJST be explicitly |isted by nane
and the reasons for the sensitivity/privacy concerns MJST be
explained. |If there are no risks/vulnerabilities for a specific
category of MB objects, then that fact MJST be explicitly stated.
Failure to nmention a particular category of MB objects will not be
equated to a claimof no risks/vulnerabilities in that category;
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rather, it will be treated as an act of om ssion and will result in
t he docunent being returned to the author for correction. Renenber
that the objective is not to blindly copy text fromthe tenplate, but
rather to think and evaluate the risks/vulnerabilities and then

stat e/ docunent the result of this eval uation.

3.5. | ANA Considerations Section

In order to conply with I ESG policy as set forth in
http://ww.ietf.org/lID Checklist.htm, every Internet-Draft that is
submitted to the I ESG for publication MIUST contain an | ANA

Consi derations section. The requirenments for this section vary
dependi ng what actions are required of the | ANA

3.5.1. Docunents that Create a New Nane Space

If an Internet-Draft defines a new name space that is to be

adm ni stered by the 1 ANA, then the docunent MJST include an | ANA
Consi derati ons section conformng to the guidelines set forth in RFC
2434 [ RFC2434] that specifies how the name space is to be

admi ni st er ed.

Nanme spaces defined by MB docunents generally consist of the range
of values for sonme type (usually an enunerated | NTEGER) defined by a
TEXTUAL- CONVENTI ON (TC) or of a set of administratively-defined
OBJECT I DENTIFIER (O D) values. |In each case, the definitions are
housed in stand-al one M B nodul es that are nmaintained by the | ANA
These | ANA-nmai ntai ned M B nodul es are separate fromthe M B nodul es
defined in standards-track specifications so that new assi gnments can
be nmade wi t hout having to republish a standards-track RFC. Exanpl es
of | ANA-nmi ntai ned M B nodul es i nclude the | ANAi f Type-M B
(http://ww i ana. or g/ assi gnnents/ianai ftype-nib), which defines a
nane space used by the IF-M B [ RFC2863], and the | ANA- RTPROTO-M B
(http://ww.iana. org/assi gnment s/i anai prout eprotocol -ni b), which
defines a nane space used by the | PMROUTE- STD-M B [ RFC2932] .

The current practice for such cases is to include a detailed | ANA
Consi derati ons section conplying with RFC 2434 in the DESCRI PTI ON
cl ause of the MODULE-IDENTITY invocation in each | ANA-nai ntai ned MB
nodul e and for the | ANA Consi derations section of the M B docunent
that defines the nane spaces to refer to the URLs for the rel evant
nodul es. See RFC 2932 [RFC2932] for an exanple. This creates a
chi cken-and- egg problem for M B docunents that have not yet been
publ i shed as RFCs because the rel evant | ANA-nai ntai ned M B nodul es
will not yet exist. The accepted way out of this dilema is to
include the initial content of each | ANA-maintained MB nodule in a
non-normative section of the initial issue of the docunent that
defines the nane space; for an exanple, see [RFC1573], which
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docunents the initial version of the | ANAI f Type-M B. That nateri al
is usually omtted from subsequent updates to the docunent since the
| ANA- mai nt ai ned nodul es are then available on-line (cf. [RFC2863]).

Revi ewers of draft M B documents to which these considerations apply
MUST check that the | ANA Consi derations section proposed for
publication in the RFC is present and contains pointers to the
appropriate | ANA-nai ntai ned M B nodul es. Reviewers of |nternet
Drafts that contain the proposed initial content of | ANA-naintained
M B nodul es MUST al so verify that the DESCRI PTI ON cl auses of the
MODULE- | DENTI TY i nvocati ons contain an | ANA Consi derations section
conpliant with the guidelines in RFC 2434,

3.5.2. Docunents that Require Assignnments in Existing Nanmespace(s)

If an Internet-Draft requires the | ANA to update an existing registry
prior to publication as an RFC, then the | ANA Consi derations section
in the draft MJST docunment that fact. M B docunents that contain the
initial version of a MB nodule will generally require that the | ANA
assign an OBJECT | DENTI FI ER val ue for the M B nodul e’ s MODULE-

| DENTI TY val ue and possibly to nmake ot her assignments as well.
Internet-Drafts containing such M B nodul es MIST contain an | ANA
Consi derations section that specifies the registries that are to be
updat ed, the descriptors to which OBIJECT | DENTI FI ER val ues are being
assigned, and the subtrees under which the values are to be

al l ocated. The text SHOULD be crafted so that after publication it
will serve to docunent the OBJECT | DENTI FI ER assi gnnments. For

exanpl e, something along the followi ng |ines would be appropriate for
an Internet-Draft containing a single MB nodul e wi th MODULE- | DENTI TY
descriptor powerEthernetMB that is to be assigned a val ue under the
"m b-2" subtree:

The M B nodule in this docunent uses the follow ng | ANA-assi gned
OBJECT | DENTI FI ER val ues recorded in the SM Nunbers registry:

Descri pt or OBJECT | DENTI FI ER val ue

power EthernetMB { nmib-2 XXX}

Editor’s Note (to be renoved prior to publication): the ANAis
requested to assign a value for "XXX'" under the 'nib-2' subtree
and to record the assignment in the SM Nunbers registry. Wen

t he assi gnnent has been made, the RFC Editor is asked to replace
"XXX" (here and in the MB nodule) with the assigned value and to
renove this note.
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Note well: prior to official assignment by the I ANA, a draft
docunent MUST use pl acehol ders (such as "XXX" above) rather than
actual numbers. See Section 4.5 for an exanple of how this is done
in a draft MB nodul e.

3.5.3. Docunents with No | ANA Requests

If an Internet-Draft nakes no requests of the | ANA then that fact
MJUST be docunented in the | ANA Considerations section. \Wen an
Internet-Draft contains an update of a previously published MB
modul e, it typically will not require any action on the part of the
I ANA, but it may inherit an | ANA Consi derations section docunenting
exi sting assignnments fromthe RFC that contains the previous version
of the MB nmodule. 1In such cases, the draft MJST contain a note (to
be renoved prior to publication) explicitly indicating that nothing
is required fromthe I1ANA. For exanple, a draft that contains an
updat ed version of the POAER- ETHERNET-M B [ RFC3621] mnight include an
| ANA Consi derations section such as the foll ow ng:

The M B nodule in this document uses the follow ng | ANA-assi gned
OBJECT | DENTI FI ER val ues recorded in the SM Nunbers registry:

Descri pt or OBJECT | DENTI FI ER val ue

power EthernetMB { mb-2 105 }

Editor’s Note (to be renmoved prior to publication): this draft
makes no additional requests of the | ANA

If an Internet-Draft nakes no requests of the | ANA and there are no
exi sting assignnents to be docunented, then suitable text for the
draft would be sonmething along the follow ng |ines:

No | ANA actions are required by this docunent.
3.6. References Sections

Section 4.7f of [RFC2223bis] specifies the requirenments for the
references sections in an RFC, http://ww.ietf.org/lID Checklist.htm

i nposes the sanme requirements on Internet-Drafts. |In particular,
there MUST be separate lists of normative and informative references,
each in a separate section. The style SHOULD foll ow that of recently
publ i shed RFCs.

The standard M B boilerplate avail able at

http://ww. ops.ietf.org/ mb-boilerplate. htm includes |ists of
normative and infornmative references that MJST appear in all |ETF
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specifications that contain MB nodules. |If itens fromother MB
nmodul es appear in an | MPORTS statenment in the Definitions section,
then the specifications containing those MB nodul es MIST be incl uded
inthe list of normative references. When itens are inported from an
| ANA- mai nt ai ned M B nodul e, the corresponding normative reference
SHALL point to the on-line version of that MB nodule. It is the
policy of the RFC Editor that all references nust be cited in the
text; such citations MJST appear in the overvi ew section where
docunents containing inported definitions (other than those already
mentioned in the MB boilerplate) are required to be nmentioned (cf.
Section 3.2).

In general, each normative reference SHOULD point to the nost recent
version of the specification in question

3.7. Copyright Notices

| ETF M B docunents MJST contain the copyright notices and di scl ai ner
specified in Sections 5.4 and 5.5 of RFC 3978 [ RFC3978]. Authors and
reviewers MJUST check to nake sure that the correct year is inserted
into these notices. |In addition, the DESCRI PTION cl ause of the
MODULE- | DENTI TY i nvocati on of each M B nodule that will appear in the
publ i shed RFC MUST contain a pointer to the copyright notices in the
RFC. A tenplate suitable for inclusion in an Internet-Draft,
appropriate for MB nodul es other than those that are to be

mai ntai ned by the 1 ANA, is as foll ows:

DESCR! PTI ON
"]

Copyright (C The Internet Society (date). This version
of this MB nodule is part of RFC yyyy; see the RFC
itself for full legal notices."

-- RFC Ed.: replace yyyy with actual RFC nunber & renove this note

A tenplate suitable for MB nodul es that are to be maintai ned by the
I ANA is as follows:

DESCR! PTI ON
I

Copyright (C The Internet Society (date). The initia
version of this MB nodul e was published in RFC yyyy;
for full legal notices see the RFC itself. Supplenentary
information may be available at:
http://ww.ietf.org/copyrights/ianamb.htm ."

-- RFC Ed.: replace yyyy with actual RFC nunber & renove this note
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In each case, the current year is to be inserted in place of the word
"date".

3.8. Intellectual Property Section

Section 5 of RFC 3979 [ RFC3979] contains a notice regarding
intellectual property rights or other rights that nust appear in al
| ETF RFCs. A verbatimcopy of that notice SHOULD appear in every

| ETF M B docunent .

4. SMv2 Usage Cuidelines

In general, MB nodules in | ETF standards-track specifications MJST
comply with all syntactic and semantic requirenents of SMv2

[ RFC2578] [ RFC2579] [ RFC2580] that apply to "standard" M B nodul es

and except as noted bel ow SHOULD conply with SM v2 recomendati ons.
The guidelines in this section are intended to supplenent the SMv2
docunents in the foll owi ng ways:

0 to docurment the current generally accepted interpretati on when
t hose docunents contain anbiguities or contradictions;

0 to update recommendati ons in those docunments that have been shown
by practical experience to be out-of-date or otherw se subopti nal

o to provide guidance in selection of SMv2 options in cases where
there is a consensus on a preferred approach

4. 1. Modul e Nanes

RFC 2578 Section 3 specifies the rules for nodule nanes. Note in
particul ar that names of "standard" nodul es MJUST be uni que, MJST
follow the syntax rules in RFC 2578 Section 3, and MJUST NOT be
changed when a M B nodule is revised (see al so RFC 2578 Section 10).

It is RECOWENDED that nodul e names be mmenonic. See Appendix C for
suggest ed nani ng conventi ons.

4.2. Descriptors, TC Nanmes, and Labels

RFC 2578 Sections 3.1, 7.1.1, and 7.1.4 and RFC 2579 Section 3
recommend t hat descriptors and nanes associated with nmacro

i nvocations and | abel s associated with enunmerated | NTEGER and BI TS
val ues be no longer than 32 characters, but require that they be no
| onger than 64 characters.
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Restricting descriptors, TC nanes, and |abels to 32 characters often
conflicts with the reconmendati on that they be mmenonic and (for
descriptors and TC nanes) with the requirenment that they be uni que
(see RFC 2578 Section 3.1 and RFC 2579 Section 3). The consensus of
the current pool of MB reviewers is that the SMv2 reconmendation to
limt descriptors, TC nanes, and |labels to 32 characters SHOULD be
set aside in favor of pronoting clarity and uni queness and t hat

aut onated tools such as M B conpilers SHOULD NOT by default generate
war nings for violating that reconmendati on.

Note that violations of the 64-character limt MJST NOT be ignored,;
they MUST be treated as errors.

See Appendi x C for suggested descriptor and TC nani ng conventi ons.
4.3. Nam ng Hierarchy

RFC 2578 Section 4 describes the object identifier subtrees that are
mai ntai ned by | ANA and specifies the usages for those subtrees. In
particular, the ngnt subtree { iso 3 6 12} is used to identify |ETF
"standard" objects, while the experinental subtree { iso 36 131} is
used to identify objects that are under developnent in the IETF. It
is REQUI RED that objects be noved fromthe experinental subtree to
the ngnt subtree when a M B nodul e enters the | ETF standards track

Experi ence has shown that it is inpractical to nove objects fromone
subtree to another once those objects have seen | arge-scale use in an
operational environnent. Hence any object that is targeted for

depl oynent in an operational environment MJST NOT be regi stered under
the experinmental subtree, irrespective of the standardization status
of that object. The experinental subtree should be used only for
objects that are intended for linited experinmental deploynent. Such
objects typically are defined in Experinmental RFCs.

Note: the term"object”, as used here and in RFC 2578 Section 4, is

to be broadly interpreted as any construct that results in an OBJECT

| DENTI FIER regi stration. The list of such constructs is specified in
RFC 2578 Section 3.6.

4. 4. | MPORTS St at enent

RFC 2578 Section 3.2 specifies which synbols nust be inported and
also lists certain predefined synbols that nust not be inported.

The general requirement is that if an external synbol other than a
predefined ASN. 1 type or the BITS construct is used, then it MJST be
mentioned in the nodule’s | MPORTS statenment. The words "externa
object” in the first paragraph of that section nmay give the
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i mpression that such synbols are limted to those that refer to
obj ect definitions, but that is not the case, as subsequent
par agr aphs shoul d nake cl ear.

Note that exenptions to this general requirenent are granted by RFC
2580 Sections 5.4.3 and 6.5.2 for descriptors of objects appearing in
t he OBJECT cl ause of a MODULE- COWPLI ANCE statenent or in the

VARI ATI ON cl ause of an AGCENT- CAPABI LI TIES statenent. Sone MB

conpil ers al so grant exenptions to descriptors of notifications
appearing in a VAR ATI ON cl ause and to descriptors of object groups
and notification groups referenced by a MANDATORY- GROUPS cl ause, a
GROUP cl ause, or an I NCLUDES cl ause, although RFC 2580 (through
apparent oversight) does not nmention those cases. The exenptions are
soneti mes seen as unhel pful because they make | MPORTS rul es nore
conplicated and inter-nodul e dependenci es | ess obvi ous than they
otherwi se would be. External synbols referenced by conpliance
statements and capabilities statements MAY therefore be listed in the
| MPORTS statenent; if this is done, it SHOULD be done consistently.

Finally, even though it is not forbidden by the SM, it is considered
poor style to inport synbols that are not used, and standards-track
M B nodul es SHOULD NOT do so.

4,5, MODULE- | DENTI TY | nvocati on

RFC 2578 Section 3 requires that all SMv2 MB nodules start with
exactly one invocation of the MODULE-IDENTITY nmacro. This invocation
MUST appear inmediately after the | MPORTS st at enent.

RFC 2578 Section 5 describes how the various clauses are used. The
followi ng additional guidelines apply to all MB nodul es over which
t he | ETF has change control

- If the nodul e was devel oped by an | ETF worki ng group, then the
ORGANI ZATI ON cl ause MJST provide the full name of the working
group, and the CONTACT-1NFO cl ause MJST i ncl ude worki ng group
mailing list information. The CONTACT-1NFO cl ause SHOULD al so
provide a pointer to the working group’s web page.

- A REVI SION cl ause MJST be present for each revision of the MB
nodul e, and the UTC tinme of the nost recent REVI SION cl ause MJST
mat ch that of the LAST-UPDATED cl ause. The DESCRI PTI ON cl ause
associ ated with each revision MIST state in which RFC that revision
appeared and SHOULD provide a list of all significant changes.

When a M B nodule is revised, UTC tines in all REVISION cl auses
SHOULD be updated to use four-digit year notation.
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- The val ue assigned to the MODULE-I DENTI TY descri ptor MJST be uni que
and (for | ETF standards-track M B nodul es) SHOULD resi de under the
nmgnt subtree [RFC2578]. Mbdst often it will be an | ANA-assi gned
val ue directly under m b-2 [ RFC2578], although for nedi a-specific
M B nodul es that extend the IF-M B [RFC2863] it is customary to use
an | ANA- assi gned val ue under transnission [RFC2578]. In the past,
some | ETF wor ki ng groups have nade their own assignnents from
subtrees delegated to them by | ANA, but that practice has proven
problematic and i s NOT RECOMVENDED.

VWhile a MB nodul e i s under devel opnent, the RFC nunber in which it
will eventually be published is usually unknown and nust be filled in
by the RFC Editor prior to publication. An appropriate formfor the
REVI SI ON cl ause applying to a version under devel opment woul d be
sonet hing along the followi ng |ines:

REVI SI ON "200212132358Z" -- Decenber 13, 2002
DESCRI PTION "Initial version, published as RFC yyyy."
-- RFC Ed.: replace yyyy with actual RFC nunber & renove this note

Note that after RFC publication, a REVISION clause is present only
for published versions of a MB nodule and not for interimversions
that existed only as Internet-Drafts. Thus, a draft version of a MB
nodul e MUST contain just one new REVI SION cl ause that covers all
changes since the |ast published version (if any).

When the initial version of a MB nodul e is under devel oprnent, the
val ue assigned to the MODULE-IDENTITY descriptor will be unknown if
an | ANA- assi gned val ue is used, because the assignnment is nade just
prior to publication as an RFC. The accepted form for the MODULE-
| DENTITY statenent in draft versions of such a nodule is sonething
along the follow ng |ines:

<descri pt or > MODULE- | DENTI TY

[ ... ]

::={ <subtree> XXX }
-- RFC Ed.: replace XXX wi th | ANA-assi gned nunber & renove this note

where <descriptor> is whatever descriptor has been selected for the
nodul e and <subtree> is the subtree under which the nmodule is to be
registered (e.g., nb-2 or transmission). Note that XXX nust be

tenporarily replaced by a nunber in order for the nodule to conpile.
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Note well: prior to official assignment by the I ANA, a draft
docunent MUST use a pl acehol der (such as "XXX' above) rather than an
actual number. If trial inplenentations are desired during the

devel opnent process, then an assignnent under the ’'experinental
subtree may be obtained fromthe I ANA (cf. Section 4.3).

4.6. Textual Conventions and oject Definitions
4.6.1. Usage of Data Types
4.6.1.1. |INTEGER Integer32, Gauge32, and Unsi gned32

The 32-bit integer data types | NTEGER, |nteger32, Gauge32, and

Unsi gned32 are described in RFC 2578 Section 2 and further el aborated
in RFC 2578 Sections 7.1.1, 7.1.7, and 7.1.11. The follow ng

gui del i nes apply when sel ecting one of these data types for an object
definition or a textual convention:

- For integer-val ued enunerations:

- INTEGER i s REQUI RED; - Integer32, Unsigned32, and Gauge32 MJST
NOT be used.

Not e that RFC 2578 recommends (but does not require) that integer-
val ued enunerations start at 1 and be nunbered contiguously. This
reconmendati on SHOULD be foll owed unless there is a valid reason to
do otherwise, e.g., to match values of external data or to indicate
speci al cases, and any such speci al -case usage SHOULD be clearly
docunented. For an exanple, see the |InetAddressType TC [ RFC4001].

Al t hough the SM allows DEFVAL cl auses for integer-val ued
enunerations to specify the default value either by |abel or by
nurmeric value, the label formis preferred since all the exanples in
RFC 2578 are of that formand sonme tools do not accept the numeric
form

- If the value range is between -2147483648..2147483647 (i ncl usive)
and negative val ues are possible, then

- Integer32 is RECOMMENDED
- INTEGER i s acceptabl e;
- Unsi gned32 and Gauge32 MJST NOT be used.

- If the value range is between 0..4294967295 (inclusive) and the

val ue of the information being nodelled nay i ncrease above the
maxi mum val ue or decrease bel ow the m ni rum val ue, then
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- Gauge32 i s RECOVMENDED;

- Unsigned32 is acceptable;

- INTEGER and I nteger32 MJST NOT be used if
val ues greater than 2147483647 are possible.

- If the value range is between 0..4294967295 (i nclusive), and val ues
greater than 2147483647 are possi ble, and the value of the
i nformation being nodel | ed does not increase above the nmaxi num
val ue nor decrease bel ow the mi ni num val ue, then

- Unsigned32 i s RECOMVENDED;
- Gauge32 i s acceptable;
- I NTEGER and I nteger32 MJST NOT be used.

- If the value range is between 0..2147483647 (inclusive), and the
val ue of the information being nodell ed does not increase above the
maxi mum val ue nor decrease bel ow the m ni num val ue, then

- Unsigned32 i s RECOMVENDED;
- INTEGER, |nteger32, and Gauge32 are acceptable.

- For integer-valued objects that appear in an | NDEX cl ause or for
i nteger-valued TCs that are to be used in an index col um:

- Unsigned32 with a range that excludes zero i s RECOMVENDED f or
nost i ndex objects. It is acceptable to include zero in the
range when it is semantically significant or when it is used as
the index value for a unique row with special properties. Such
usage SHOULD be clearly docunented in the DESCRI PTI ON cl ause.

- Integer32 or INTEGER with a non-negative range is acceptable.
Agai n, zero SHOULD be excluded fromthe range except when it is
semantically significant or when it is used as the index val ue
for a unique row with special properties, and in such cases the
usage SHOULD be clearly docunented in the DESCRI PTI ON cl ause.

- Use of Gauge32 is acceptable for index objects that have gauge
semanti cs.

The gui del i nes above conbi ne both the usage rules for integer data
types and the INDEX rules in RFC 2578 Section 7.7 up to and including
bullet (1) plus the next-to-last paragraph on page 28.

Sonetines it will be necessary for external variables to represent

val ues of an index object -- e.g., iflndex [RFC2863]. In such cases,
aut hors of the nodul e containing that object SHOULD consi der defining
TCs such as Interfacelndex and/or Interfacel ndexOrZero [ RFC2863].
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Note that INTEGER is a predefined ASN. 1 type and MJUST NOT be present
in a nodule' s | MPORTS statenent, whereas Integer32, Gauge32, and
Unsi gned32 are defined by SNWPv2-SM and MJST be inported fromthat
nmodul e i f used.

4.6.1.2. Counter32 and Counter 64

Count er32 and Count er 64 have special semantics as described in RFC
2578 Sections 7.1.6 and 7.1.10, respectively. Object definitions
MUST (and textual conventions SHOULD) respect these semantics. That
neans:

- It is OKto use Counter32/64 for counters that nmay/will be reset
when t he nmanagenent subsystemis re-initialized or when other
unusual /irregul ar events occur (e.g., counters maintained on a line
card may be reset when the line card is reset). However, if it is
possi bl e for such other unusual/irregular events to occur, the
DESCRI PTI ON cl ause MUST state that this is so and MJUST descri be
those other unusual/irregular events in sufficient detail that it
is possible for a nanagenent application to determ ne whether a
reset has occurred since the last time the counter was polled. The
RECOMVENDED way to do this is to provide a discontinuity indicator
as described in RFC 2578 Sections 7.1.6 and 7.1.10. For an exanple
of such a discontinuity indicator, see the
i fCounterDi scontinuityTinme object in the IF-MB [ RFC2863] .

- It is NOT OKto put in the DESCRI PTI ON cl ause of a Counter32/64
that there is a requirenent that on a discontinuity the counter
MUST reset to zero or to any other specific val ue.

- It is NOT OKto put in the DESCRIPTION cl ause of a Counter32/64
that there is a requirement that it MJST reset at any specific
ti me/event (e.g., midnight).

- It is NOT OK for one manager to request the agent to reset the
val ue(s) of counter(s) to zero, and Counter32/64 is the wong
syntax for "counters" that regularly reset thenselves to zero. For
the latter, it is better to define or use textual conventions such
as those in RFC 3593 [ RFC3593] or RFC 3705 [ RFC3705].

RFC 2578 Section 7.1.10 places a requirement on "standard" M B
nodul es that the Counter64 type nay be used only if the information
bei ng nodell ed would wwap in |l ess than one hour if the Counter32 type
was used instead. Now that SNWMPv3 is an Internet Standard and SNWPv1
is Historic (see http://wwv. rfc-editor.org/rfcxx00.htm for status
and [ RFC3410] for rationale), there is no reason to continue
enforcing this restriction. Henceforth "standard®" M B nodul es NMAY
use the Counter64 type when it nakes sense to do so, and MUST use
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Counter64 if the information being nodelled would wap in |ess than
one hour if the Counter32 type was used instead. Note also that
there is no longer a requirement to define Counter32 counterparts for
each Counter64 object, although one is still allowed to do so.

There al so exist closely-related textual conventions
Zer oBasedCount er 32 and Zer oBasedCount er 64 defined in RMON2- M B
[ RFC2021] and HCNUM TC [ RFC2856], respectively.

The only difference between ZeroBasedCounter 32/ 64 TCs and
Counter32/64 is their starting value; at tine=X, where X is their
mni numwap-tine after they were created, the behavi or of

Zer oBasedCount er 32/ 64 becones exactly the sanme as Counter 32/ 64.
Thus, the precedi ng paragraphs/rules apply not only to Counter32/ 64,
but also to ZeroBasedCounter 32/ 64 TCs.

4.6.1.3. CounterBasedGauge64

SMv2 unfortunately does not provide 64-bit integer base types. In
order to make up for this onission, the CounterBasedGauge64 textua
convention is defined in HCNUM TC [ RFC2856]. This TC uses Count er 64
as a base type, but discards the special counter semantics, which is
al | oned under the generally accepted interpretation of RFC 2579
Section 3.3. It does inherit all the syntactic restrictions of that
type, which neans that it MJST NOT be subtyped and that objects
defined with it MJUST NOT appear in an | NDEX clause, MJST NOT have a
DEFVAL cl ause, and MJST have a MAX- ACCESS of read-only or

accessi ble-for-notify.

This TC SHOULD be used for object definitions that require a 64-bit
unsi gned data type with gauge semantics. |If a 64-bit unsigned data
type with different semantics is needed, then a different TC based on
Count er 64 MJUST be used, since one TC cannot refine another (cf. RFC
2579 Section 3.5).

4.6.1. 4. COCTET STRI NG

The OCTET STRING type is described in RFC 2578 Section 7.1.2. It
represents arbitrary binary or textual data whose length is between O
and 65535 octets inclusive. Objects and TCs whose SYNTAX is of this
type SHOULD have a size constraint when the actual bounds are nore
restrictive than the SM-inposed limts. This is particularly true
for index objects. Note, however, that size constraints SHOULD NOT
be i nposed arbitrarily, as the SM does not pernmt themto be changed
af t erwar d.
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There exi st a nunmber of standard TCs that cater to sone of the nore
common requi renents for specialized OCTET STRING types. In
particul ar, SNWPv2-TC [ RFC2579] contains the DisplayString,

PhysAddr ess, MacAddress, and Dat eAndTi me TCs; the SNWP- FRAVMEWORK- M B
[ RFC3411] contains the SnnpAdm nString TC, and the SYSAPPL-M B

[ RFC2287] contains the Utf8String and Longltf8String TCs. Wen a
standard TC provides the desired senantics, it SHOULD be used in an
obj ect’s SYNTAX cl ause instead of OCTET STRI NG or an equi val ent

| ocal | y-defined TC

Note that OCTET STRING is a predefined ASN. 1 type and MJST NOT be
present in a nodule s | MPORTS st atenent.

4.6.1.5. OBJECT | DENTI FI ER

The OBJECT | DENTI FI ER type is described in RFC 2578 Section 7.1.3.

Its instances represent adm nistratively assigned nanes. Note that
both the SM and the SNWP protocol limt instances of this type to
128 sub-identifiers and require that each sub-identifier be within
the range 0 to 4294967295 inclusive. Subtyping is not allowed.

The purpose of OBJECT | DENTIFI ER values is to provide authoritative
identification either for sone type of itemor for a specific

i nstance of sone type of item Anong the itens that can be
identified in this way are definitions in MB nodules created via the
MODULE- | DENTI TY, OBJECT-1 DENTI TY, OBJECT- TYPE, NOTI FI CATI ON- TYPE,
OBJECT- GROUP, NOTI FI CATI ON- GROUP, MODULE- COVPLI ANCE, and AGENT-
CAPABI LI TI ES constructs; and via instances of objects defined in MB
nmodul es, protocols, |anguages, specifications, interface types,
hardware, and software. For sone of these uses other possibilities
exist, e.g., OCTET STRI NG or enunerated | NTEGER val ues. The OBJECT
| DENTI FI ER t ype SHOULD be used instead of the alternatives when the
set of identification values needs to be independently extensible

wi thout the need for a registry to provide centralized coordination.

There exi st a nunmber of standard TCs that cater to sone of the nore
conmmon requirenents for specialized OBJECT | DENTI FI ER types. In
particul ar, SNWPv2-TC [ RFC2579] contai ns t he Aut ononousType,

Vari abl ePoi nter, and RowPoi nter TCs. Wen a standard TC provides the
desired semantics, it SHOULD be used in an object’s SYNTAX cl ause

i nstead of OBJECT | DENTI FI ER or an equival ent |ocally-defined TC

Note that OBJECT IDENTIFIER is a predefined ASN. 1 type and MJST NOT
be present in a nodule’ s | MPORTS st at enent.
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4.6.1.6. The BITS Construct

The BITS construct is described in RFC 2578 Section 7.1.4. It
represents an enuneration of named bits. The bit positions in a TC
or object definition whose SYNTAX is of this type MIST start at 0 and
SHOULD be conti guous.

Note that the BITS construct is defined by the nacros that use it and
theref ore MUST NOT be present in a nodule s | MPORTS st atenent.

4.6.1.7. |pAddress

The | pAddress type described in RFC 2578 Section 7.1.5 SHOULD NOT be
used in new M B nodul es. The | net Address/ | net AddressType textua
conventions [ RFC4001] SHOULD be used i nstead.

4.6.1.8. TineTicks

The TineTicks type is described in RFC 2578 Section 7.1.8. It
represents the time in hundredths of a second between two epochs,
reduced nodul o 2732. It MJST NOT be subtyped, and the DESCRI PTI ON

cl ause of any object or TC whose SYNTAX is of this type MJST identify
the reference epochs.

The Ti neTicks type SHOULD NOT be used directly in definitions of

obj ects that are snapshots of sysUpTinme [ RFC3418]. The TineStanp TC
[ RFC2579] al ready conveys the desired semantics and SHOULD be used

i nst ead.

4.6.1.9. TruthVal ue

The TruthValue TC is defined in SNWPv2-TC [ RFC2579]. It is an
enunerated | NTEGER type that assumes the values true(1l) and false(2).

This TC SHOULD be used in the SYNTAX cl ause of object definitions
that require a Boolean type. M B nodul es SHOULD NOT use enuner at ed
| NTEGER types or define TCs that duplicate its semantics

4.6.1.10. Oher Data Types

There exi st a nunber of standard TCs that cater to sone of the nore
conmon requirenents for specialized data types. Sone have been

menti oned above, and Appendi x B contains a partial list that includes
t hose plus sone others that are a bit nore specialized. An on-line
version of that list, which is updated as new TCs are devel oped, can
be found at http://ww. ops.ietf.org/ mb-comon-tcs. htm .

Hear d Best Current Practice [ Page 19]



RFC 4181 Cui delines for M B Docunents Sept ember 2005

Whenever a standard TC al ready conveys the desired senantics, it
SHOULD be used in an object definition instead of the correspondi ng
base type or a locally-defined TC. This is especially true of the
TCs defined in SNMPv2-TC [ RFC2579] and SNWP- FRAVEWORK- M B [ RFC3411]
because they are Internet Standards, and so nodules that refer to
themwi Il not suffer delay in advancenent on the standards track on
account of such references.

M B nodul e authors need to be aware that enunerated | NTEGER or BITS
TCs may in sone cases be extended with additional enunerated val ues
or additional bit positions. Wen an inported TC that may be
extended in this way is used to define an object that may be witten
or that serves as an index in a read-create table, then the set of

val ues or bit positions that needs to be supported SHOULD be
specified either in the object’s DESCRI PTION clause or in an OBJECT
clause in the MB nodul e s conpliance statenent(s). This may be done
by explicitly listing the required values or bit positions, or it may
be done by stating that an inplenentation nmay support a subset of

val ues or bit positions of its choosing.

4.6.2. DESCRI PTI ON and REFERENCE Cl auses

It is hard to overenphasize the inportance of an accurate and

unanbi guous DESCRI PTI ON cl ause for all objects and TCs. The
DESCRI PTI ON cl ause contains the instructions that inplenentors wll
use to inplenent an object, and if they are inadequate or anbi guous,
then inplenmentation quality will suffer. Probably the single nost
important job of a MB reviewer is to ensure that DESCRI PTI ON cl auses
are sufficiently clear and unanbi guous to all ow interoperable

i npl enentations to be created

A very common problemis to see an object definition for, say,

' st dM BPoof poof Counter’ with a DESCRI PTI ON cl ause that just says
"Nurmber of poofpoofs" with no indication what a ’poofpoof’ is. In
such cases, it is strongly RECOWENDED that there either be at |east
a mnimal explanation or else a REFERENCE cl ause to point to the
definition of a ’'poofpoof’.

For read-write objects (other than colums in read-create tables that
have wel | -defined persistence properties), it is RECOWENDED t hat the
DESCRI PTI ON cl ause speci fy what happens to the value after an agent
reboot. Anobng the possibilities are that the val ue renains
unchanged, that it reverts to a well-defined default value, or that
the result is inplenmentation-dependent.
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4.6.3. DISPLAY-H NT Cl ause

The DI SPLAY-HI NT clause is used in a TC to provi de a nonbindi ng hint
to a managenent application as to how the value of an instance of an
object defined with the syntax in the TC might be displayed. Its
presence i s optional

Al t hough managenent applications typically default to deci nal fornmat
("d") for integer TCs that are not enunerations and to a hexadeci na
format ("1x:" or "1x " or "1x_") for octet string TCs when the

DI SPLAY-HI NT cl ause is absent, it should be noted that SMv2 does not
actually specify any defaults. MB authors should be aware that a
clear hint is provided to applications only when the DI SPLAY-HI NT
clause is present.

4.6.4. Conceptual Table Definitions

RFC 2578 Sections 7.1.12 and 7.1.12.1 specify the rules for defining
conceptual tables, and RFC 2578 Sections 7.7, 7.8, and 7.8.1 specify
conceptual table indexing rules. The follow ng guidelines apply to
such definitions:

- For conceptual rows:

- If the rowis an extension of a rowin sone other table, then an
AUGMENTS cl ause MUST be used if the relationship is one-to-one,
and an | NDEX cl ause MJST be used if the relationship is sparse.
In the latter case, the | NDEX clause SHOULD be identical to that
of the original table.

- If the rowis an elenent of an expansion table -- that is, if
mul tiple row instances correspond to a single row instance in
sonme other table -- then an I NDEX cl ause MJST be used, and the
first-nentioned el enents SHOULD be the indices of that other
table, listed in the sane order.

- If objects external to the row are present in the I NDEX cl ause,
then the conceptual row s DESCRI PTI ON cl ause MJST specify how
those objects are used in identifying instances of its col umar
objects, and in particular MIST specify for which values of those
i ndex objects the conceptual row may exist.

- Use of the | MPLI ED keyword is NOT RECOMMENDED for any index
obj ect that nay appear in the | NDEX cl ause of an expansion table.
Since this keyword may be associated only with the |ast object in
an I NDEX cl ause, it cannot be associated with the sane index
object in a primary table and an expansion table. This wll
cause the sort order to be different in the prinmary table and any
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expansi on tables. As a consequence, an inplenentation will be
unabl e to reuse indexing code fromthe primary table in expansion
tabl es, and data structures neant to be extended might actually
have to be replicated. Designers who are tenpted to use | MPLIED
shoul d consider that the resulting sort order rarely neets user
expectations, particularly for strings that include both
uppercase and | owercase letters, and it does not take the user

| anguage or locale into account.

If dynamic row creation and/or deletion by managenment applications
i s supported, then:

- There SHOULD be one col umar object with a SYNTAX val ue of

RowSt at us [ RFC2579] and a MAX- ACCESS val ue of read-create. This
object is called the status colum for the conceptual row. Al

ot her columar objects MJST have a MAX- ACCESS val ue of read-
create, read-only, accessible-for-notify, or not-accessible; a
MAX- ACCESS val ue of read-wite is not allowed.

There either MJUST be one col umar object with a SYNTAX val ue of
St orageType [ RFC2579] and a MAX- ACCESS val ue of read-create, or
el se the row object (table entry) DESCRI PTI ON cl ause MJST specify
what happens to dynamically-created rows after an agent restart.

If the agent itself may al so create and/or delete rows, then the
condi tions under which this can occur MJST be clearly docunented
in the row object DESCRI PTION cl ause.

For conceptual rows that include a status col um:

- The DESCRI PTI ON cl ause of the status colum MJST specify which

col ummar objects (if any) have to be set to valid values before
the row can be activated. |f any objects in cascading tables
have to be populated with rel ated data before the row can be
activated, then this MIST al so be specified.

The DESCRI PTI ON cl ause of the status columm MJST specify whet her
or not it is possible to nodify other colums in the sane
conceptual row when the status value is active(l). Note that in
many cases it will be possible to nodify some witable col ums
when the row is active but not others. 1In such cases, the
DESCRI PTI ON cl ause for each witable colum SHOULD state whether
or not that columm can be nodified when the rowis active, and

t he DESCRI PTI ON cl ause for the status columm SHOULD state that
nodi fiability of other columms when the status value is active(l)
is specified in the DESCRI PTI ON cl auses for those colums (rather
than listing the nodifiable columms individually).
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- For conceptual rows that include a StorageType col um:

- The DESCRI PTI ON cl ause of the StorageType colum MJST specify
which read-wite or read-create columar objects in pernmanent (4)
rows an agent nust, at a minimm allowto be witable.

Note that RFC 2578 Section 7.8 requires that the lifetine of an

i nstance of a conceptual row that AUGVENTS a base row nust be the
same as the corresponding i nstance of the base row. It follows that
there is no need for a RowStatus or StorageType colum in an
augnmenting row if one is already present in the base row.

Compl ete requirenments for the RowStatus and StorageType TCs can be
found in RFC 2579, in the DESCRI PTION cl auses for those TCs.

4.6.5. A D Values Assigned to bjects

RFC 2578 Section 7.10 specifies the rules for assigning OBJECT
| DENTI FI ER (O D) values to OBJECT-TYPE definitions. |In particular:

A conceptual table MJST have exactly one subordi nate object, which
is a conceptual row. The O D assigned to the conceptual row MJST
be derived by appending a sub-identifier of "1" to the O D assigned
to the conceptual table.

- A conceptual row has as many subordi nate objects as there are
colums in the row, there MJST be at |east one. The O D assigned
to each columar object MIST be derived by appending a non-zero
sub-identifier, unique within the row, to the O D assigned to the
conceptual row.

- A columar or scalar object MJUST NOT have any subordi nate objects.

- The last sub-identifier of an O D assigned to any object (be it
table, row, colum, or scalar) MJST NOT be equal to zero. Note
that sub-identifiers of internediate nodes MAY be equal to zero.

- The O D assigned to an object definition MJUST NOT al so be assigned
to another definition that results in ODregistration. RFC 2578
Section 3.6 lists the constructs that create O D registrations.

Al'though it is not specifically required by the SM, it is custonary
(and strongly RECOVWWENDED) that object definitions not be registered
beneath group definitions, conpliance statenents, capabilities
statements, or notification definitions. It is also custonmary (and
strongly RECOMVENDED) that group definitions, conpliance statenents,
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capabilities statenments, and notification definitions not be
regi stered beneath object definitions. See Appendix D for a
RECOMVENDED O D assi gnnment schene

4.6.6. QAD Length Limtations and Tabl e | ndexi ng

As specified in RFC 2578 Section 3.5, all ODs are linted to 128
sub-identifiers. While this is not likely to cause problens with
admi ni strative assignments, it does place sone linmitations on table

i ndexing. That is true because the length limtation also applies to
O Ds for object instances, and these consist of the concatenation of
the "base" O D assigned in the object definition plus the index
components. Wien a table has nultiple indices of types such as OCTET
STRI NG or OBJECT | DENTIFIER that resolve to nmultiple sub-identifiers
then the 128-sub-identifier limt can be quickly reached.

Despite its inconveni ence, the 128-sub-identifier limt is not

sonet hing that can be ignored. In addition to being inposed by the
SM, it is also inposed by the SNWP (see the |ast paragraph in
Section 4.1 of RFC 3416 [RFC3416]). It follows that any table with
enough i ndexi ng conponents to violate this limt cannot be read or
written using the SNMP and so is unusable. Hence table design MJST
take the 128-sub-identifier limt into account. It is RECOMVENDED
that all M B docunents nmake explicit any limtations on index
conponent | engths that nmanagenment software nust observe. This may be
done either by including SIZE constraints on the index conmponents or
by specifying applicable constraints in the conceptual row
DESCRI PTI ON cl ause or in the surroundi ng docunentation

4.7. Notification Definitions

RFC 2578 Section 8 specifies the rules for notification definitions.
In particular:

- I naccessible objects MIST NOT appear in the OBJECTS cl ause.

- For each object type nmentioned in the OBJECTS cl ause, the
DESCRI PTI ON cl ause MJST specify which object instance is to be
present in the transmitted notification and MJUST specify the
i nf or mati on/ neani ng conveyed.

- The OBJECT I DENTIFIER (O D) val ue assigned to each notification
type MJUST have a next-to-last sub-identifier of zero, so that it is
possi ble to convert an SMv2 notification definition into an SMvl
trap definition and back again without information | oss (see
[ RFC3584] Section 2.1.2) and possible for a nultilingual proxy
chain to translate an SNVWPv2 trap into an SNMPv1l trap and back
again without information |oss (see [ RFC3584] Section 3). In
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addition, the O D assigned to a notification definition MJUST NOT
al so be assigned to another definition that results in QD
registration. RFC 2578 Section 3.6 lists the constructs that
create O D registrations.

Al though it is not specifically required by the SM, it is custonary
(and strongly RECOVWENDED) that notification definitions not be

regi stered beneath group definitions, conpliance statenents,
capabilities statements, or object definitions (this last is
especially unwise, as it may result in an object instance and a
notification definition sharing the sane OD). It is also custonmary
(and strongly RECOVWENDED) that the O Ds assigned to notification
types be leaf ODs (i.e., that there be no O D registrations
subordinate to a notification definition). See Appendix D for a
RECOMVENDED O D assi gnnment schene

In many cases, notifications will be triggered by external events,
and sonetinmes it will be possible for those external events to occur
at a sufficiently rapid rate that sending a notification for each
occurrence woul d overwhel mthe network. In such cases, a nechani sm
MUST be provided for limting the rate at which the notification can
be generated. A commopn technique is to require that the notification
generator use throttling -- that is, to require that it generate no
nore than one notification for each event source in any given tine
interval of duration T. The throttling period T MAY be confi gurable
in which case it is specified in a MB object, or it MAY be fixed, in
which case it is specified in the notification definition. Exanples
of the fixed time interval technique can be found in the SNWP-
REPEATER- M B [ RFC2108] and in the ENTITY-M B [ RFC4133].

4.8. Conpliance Statenents

RFC 2580 Sections 3, 4, and 5 specify the rules for confornance
groups and conpliance statenents. In particular:

- Every object with a MAX- ACCESS val ue other than "not-accessi bl e"
MUST be contained in at | east one object group

- Every notification MJST be contained in at |east one notification
group.

- There MJUST be at | east one conpliance statenent defined for each
"standard" MB nodule. It may reside either within that M B nodul e
or within a conpanion M B nodul e.

In witing conpliance statements, there are several points that are
easily overl ooked:
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- An object group or notification group that is not nmentioned either
in the MANDATORY- GROUPS cl ause or in any GROUP cl ause of a MODULE-
COWPLI ANCE staterment is unconditionally optional with respect to
that conpliance statenent. An alternate way to indicate that an
obj ect group or notification group is optional is to mention it in
a GROUP cl ause whose DESCRI PTI ON cl ause states that the group is
optional. The latter nethod is RECOMVENDED (for optional groups
that are relevant to the conpliance statenent) in order to nmake it
clear that the optional status is intended rather than being the
result of an act of om ssion

- If there are any objects with a MAX- ACCESS val ue of read-write or
read-create for which there is no OBJECT cl ause that specifies a
M N- ACCESS of read-only, then inplenmentations nust support wite
access to those objects in order to be conpliant with that MODULE-
COWPLI ANCE statenent. This fact sonetines catches M B nodul e
aut hors by surprise. Wen confronted with such cases, reviewers
SHOULD verify that this is indeed what the authors intended, since
it often is not.

- On the other side of the coin, MB nodule authors need to be aware
that while a read-only conpliance statenment is sufficient to
support interoperable nonitoring applications, it is not sufficient
to support interoperable configuration applications. A technique
commonly used in MB nodul es that are intended to support both
nonitoring and configuration is to provide both a read-only
conpliance statement and a full conpliance statenent. A good
exanple is provided by the D FFSERV-M B [ RFC3289]. Aut hors SHOULD
consi der using this technique when it is applicable.

Sonetines M B nodul e authors will want to specify that a conpliant

i mpl enent ati on needs to support only a subset of the values allowed
by an object’s SYNTAX clause. For accessible objects, this nmay be
done either by specifying the required values in an object’s
DESCRI PTI ON cl ause or by providing an OBJECT cl ause with a refined
SYNTAX in a conpliance statement. The latter nethod i s RECOMVENDED
for nost cases, and is REQU RED if there are nultiple conpliance
statements with different value subsets required. The DI FFSERV-M B
[RFC3289] illustrates this point. The diffServM BFull Conpliance
statement contains the follow ng OBJECT cl ause. (See Section 4.8.1,
"Not e Regardi ng These Exanpl es and RFC 2578".)

OBJECT di f f Ser vDat aPat hSt at us

SYNTAX RowSt atus { active(1) }

VRl TE- SYNTAX RowSt at us { createAndGo(4), destroy(6) }
DESCRI PTI ON

"Support for createAndWait and notlnService is not required.”
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wher eas the di ffServM BReadOnl yConpl i ance statenent contains this:

OBJECT di f f Ser vDat aPat hSt at us
SYNTAX RowSt atus { active(l) }
M N- ACCESS read-only

DESCRI PTI ON

"Wite access is not required, and active is the only status that
needs to be supported.”

One cannot do this for inaccessible index objects because they cannot
be present in object groups and cannot be mentioned in OBJECT

cl auses. There are situations, however, in which one night wish to
indicate that an inplenmentation is required to support only a subset
of the possible values of sonme index in a read-create table. 1In such
cases, the requirements MJST be specified either in the index

obj ect’ s DESCRI PTI ON cl ause (RECOVMENDED if there is only one val ue
subset) or in the DESCRI PTI ON cl ause of a MODULE- COVPLI ANCE st at enment
(REQUIRED if the value subset is unique to the conpliance statenent).

In many cases, a MB nodule is always inplenmented in conjunction with
one or nore other M B nodules. That fact is REQURED to be noted in
t he surroundi ng docunentation (see Section 3.2 above), and it SHOULD
al so be noted in the rel evant conpliance statenents. |In cases where
a particular conpliance statenent in (say) MB nodule A requires the
conpl ete inplenentation of sone other MB nodule B, then the
RECOMVENDED approach is to include a statenment to that effect in the
DESCRI PTI ON cl ause of the conpliance statenent(s) in MB nodule A

It is also possible, however, that M B nodul e A m ght have
requirenents that are different fromthose that are expressed by any
conpliance statement of nodule B -- for exanple, nodule A might not
require any of the unconditionally nmandatory object groups from
nmodul e B but might require nmandatory inplenmentati on of an object
group fromnodule B that is only conditionally mandatory with respect
to the conpliance statenment(s) in module B. In such cases, the
RECOMVENDED approach is for the conpliance statement(s) in nodule A
to fornmally specify requirenents with respect to nodule B via
appropriate MODULE, MANDATORY- GROUPS, GROUP, and OBJECT cl auses. An
exanpl e is provided by the conpliance statenents in the D FFSERV-M B
[ RFC3289], which list the ifCounterDiscontinuityGoup fromlIF-MB

[ RFC2863] as a nmandatory group. That group is not sufficient to
satisfy any |F-M B conpliance statenent, and it is conditionally
mandatory in the IF-MB' s current conpliance statenent if Conpliance3.

4.8.1. Note Regarding These Exanpl es and RFC 2578
There has been sonme dispute as to whether syntax refinenents that

restrict enunerations (RFC 2578 Section 9) are permtted with TCs, as
shown in the exanpl es above, or are allowed only with the base types
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I NTEGER and BI TS, as suggested by a strict reading of RFC 2578. The
rough consensus of the editors of the SMv2 docunents and the current
pool of MB reviewers is that they should be allowed with TCs. MB
nmodul e aut hors should be aware that some MB conpilers follow the
strict reading of RFC 2578 and require that the TC be replaced by its
base type (I NTEGER or BITS) when enunerations are refined. That
usage is legal, and it can be found in sone ol der M B nodul es such as
the IF-M B [ RFC2863] .

4.9, Revi sions to M B Modul es

RFC 2578 Section 10 specifies general rules that apply any tine a MB
nmodul e is revised. Specifically:

- The MODULE-I DENTITY invocation MJUST be updated to include
i nformati on about the revision. |In particular, the LAST-UPDATED
cl ause value MIST be set to the revision tine, a REVISION cl ause
with the same UTC tine and an associ at ed DESCRI PTI ON cl ause
descri bi ng the changes MJST be added, and any obsolete information
in the existing DESCRI PTI O\, ORGAN ZATI ON, and CONTACT- | NFO cl auses
MUST be replaced with up-to-date information. See Section 4.5
above for additional requirenments that apply to M B nodul es that
are under | ETF change control

- On the other hand, the nobdul e nane MJUST NOT be changed (except to
correct typographical errors), existing definitions (even obsolete
ones) MJST NOT be renoved fromthe MB nodul e, and descriptors and
OBJECT | DENTI FI ER val ues associated with existing definitions MJST
NOT be changed or re-assigned.

It is inmportant to note that the purpose in forbidding certain kinds
of changes is to ensure that a revised MB nodule is conmpatible with
fielded inplenentati ons based on previous versions of the nodul e.
There are two distinct aspects of this backward-conpatibility
requirenent. One is "over the wire" conpatibility of agent and
manager inplenmentations that are based on different revisions of the
M B nodule. The other is "conpilation" conpatibility with MB
nmodul es that inport definitions fromthe revised MB nodule. The
rul es forbidding changi ng or re-assigni ng OBJECT | DENTI FI ER val ues
are necessary to ensure "over the wire" conpatibility; the rules
agai nst changi ng nodul e nanes or descriptors or renoving obsol ete
definitions are necessary to ensure conpilation conpatibility.

RFC 2578 Section 10.2 specifies rules that apply to revisions of

obj ect definitions. The followi ng guidelines correct sone errors in
these rul es and provide sone clarifications:
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- Bullet (1) allows the |abels of named nunbers and naned bits in
SYNTAX cl auses of type enunerated | NTEGER or BITS to be changed.
This can break conpilation conpatibility, since those |abels nmay be
used by DEFVAL cl auses in nodul es that inport the definitions of
the affected objects. Therefore, |abels of named nunbers and naned
bits MJUST NOT be changed when revising | ETF M B nodul es (except to
correct typographical errors), and they SHOULD NOT be changed when
revising enterprise MB nodul es.

- Although not specifically permitted in bullets (1) through (8), it
is generally considered acceptable to add range constraints to the
SYNTAX cl ause of an integer-val ued object, provided that the
constraints sinply nmake explicit sone value restrictions that were
inmplicit in the definition of the object. The nbst comobn exanpl e
is an auxiliary object with a SYNTAX of I NTEGER or Integer32 with
no range constraint. Since an auxiliary object is not permitted to
assune negative val ues, adding the range constraint (0..2147483647)
cannot possibly result in any "over the wire" change, nor will it
cause any conpilation conpatibility problems with a correctly
witten MB nodule. Such a change SHOULD be treated by a reviewer
as an editorial change, not as a semantic change. Sinmilarly,
renoval of a range or size constraint froman object definition
when that range or size constraint is enforced by the underlying
data type SHOULD be treated by a reviewer as an editorial change.

RFC 2578 Section 10.3 specifies rules that apply to revisions of
notification definitions. No clarifications or corrections are
required.

RFC 2579 Section 5 specifies rules that apply to revisions of textua
convention definitions. The follow ng guideline corrects an error in
t hese rul es:

- Bullet (1) allows the |abels of named nunbers and naned bits in
SYNTAX cl auses of type enunerated | NTEGER or BITS to be changed.
This can break conpilation conpatibility, since those |abels nay be
used by DEFVAL cl auses in nodules that inport the definitions of
the affected TCs. Therefore, |abels of named nunbers and naned
bits MJUST NOT be changed when revising | ETF M B nodul es (except to
correct typographical errors), and they SHOULD NOT be changed when
revising enterprise MB nodul es.

RFC 2580 Section 7.1 specifies rules that apply to revisions of
conformance groups. Two point are worth reiterating:
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- njects and notifications MIJST NOT be added to or renpved from an
exi sting object group or notification group. Doing so could cause
a conpilation failure or (worse) a silent change in the neaning of
a conpliance statement or capabilities statement that refers to
t hat group.

- The status of a conformance group is independent of the status of
its nmenbers. Thus, a current group MAY refer to deprecated objects
or notifications. This may be desirable in certain cases, e.g., a
set of wi del y-depl oyed objects or notifications may be deprecated
when they are replaced by a nore up-to-date set of definitions, but
the conformance groups that contain themnmay remain current in
order to encourage continued inplenentation of the deprecated
obj ects and notifications.

RFC 2580 Section 7.2 specifies rules that apply to revisions of
compliance statenments. The follow ng guidelines correct an om ssion
fromthese rul es and enphasi ze one inportant point:

- RFC 2580 should (but does not) recomend that an OBJECT cl ause
speci fying support for the original set of values be added to a
conpl i ance statenment when an enunerated | NTEGER object or a BITS
obj ect referenced by the conpliance statenment has enunerations or
naned bits added, assumi ng that no such clause is already present
and that the effective M N ACCESS value is read-wite or read-
create. This is necessary in order to avoid a silent change to the
nmeani ng of the conpliance statenent. M B nodul e aut hors and
reviewers SHOULD watch for this to ensure that such OBJECT cl auses
are added when needed. Note that this may not al ways be possible
to do, since affected conpliance statenents nmay reside in nodul es
other than the one that contains the revised definition(s).

- The status of a conpliance statenent is independent of the status
of its nmenbers. Thus, a current conpliance statenment MAY refer to
deprecat ed object groups or notification groups. This may be
desirable in certain cases, e.g., a set of w dely-deployed object
or notification groups may be deprecated when they are replaced by
a nore up-to-date set of definitions, but conpliance statenents
that refer to themmy renmain current in order to encourage
continued inplenmentation of the deprecated groups.

RFC 2580 Section 7.3 specifies rules that apply to revisions of
capabilities statenents. The followi ng guideline corrects an
om ssion fromthese rules:

- RFC 2580 should (but does not) recommend that VARI ATI ON cl auses

speci fying support for the original set of values be added to a
capabilities statenent when enunerated | NTEGER objects or BITS
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obj ects referenced by the capabilities statenent have enunerations
added, assuning that no such clauses are already present. This is
necessary in order to avoid a silent change to the neaning of the
capabilities statement.

In certain exceptional situations, the cost of strictly follow ng the
SMv2 rul es governing MB nodul e revi sions may exceed the benefit.

In such cases, the rules can be waived, but when that is done both
the change and the justification for it MJST be thoroughly
docunented. One exanple is provided by Section 3.1.5 of RFC 2863,

whi ch docunents the semantic change that was made to iflndex in the
transition fromMB-11 [RFC1213] to the IF-M B [ RFC2863] and provi des
a detailed justification for that change. Another exanple is
provided by the REVI SI ON cl ause of the SONET-M B [ RFC2558] t hat
docunents raising the MAX- ACCESS of several objects to read-wite
whi |l e addi ng M N- ACCESS of read-only for conpatibility with the

previ ous version [ RFC1595].

Authors and reviewers may find it helpful to use tools that can |ist
the differences between two revisions of a MB nodule. Please see
http://ww. ops.ietf.org/nmb-reviewtools.htm for nore information
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6.

Security Considerations

| mpl enent ati on and depl oynent of a MB nodule in a system nmay result
in security risks that would not otherwise exist. It is inportant
for authors and reviewers of docunments that define MB nodules to
ensure that those docunents fully conply with the guidelines in
http://ww. ops.ietf.org/mb-security.htm so that all such risks are
adequat el y di scl osed.

| ANA Consi der ati ons

Thi s docunent affects the 1ANA to the extent that it describes what
is required to be present in the | ANA Consi derations section of a MB
docunment, but it does not require that the | ANA update any existing
registry or create any new registry.
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Appendi x A: M B Revi ew Checkl i st

The purpose of a MB reviewis to review the MB nodul e both for
technical correctness and for adherence to | ETF docunentation
requirenents. The follow ng checklist may be hel pful when review ng
a draft docunent:

1.) I-D Boilerplate -- verify that the draft contains the required
Internet-Draft boilerplate (see http://ww.ietf.org/ietf/1id-
guidelines.txt), including the appropriate statenent to pernit
publication as an RFC, and that |-D boilerplate does not contain
references or section nunbers.

2.) Abstract -- verify that the abstract does not contain references,
that it does not have a section nunber, and that its content follows
the guidelines in http://ww.ietf.org/ietf/1id-guidelines.txt.

3.) MB Boilerplate -- verify that the draft contains the |atest
approved SNVP Networ k Managenent Framework boilerplate fromthe OPS
area web site (http://ww. ops.ietf.org/mb-boilerplate.htnl).

4.) Security Considerations Section -- verify that the draft uses the
| atest approved tenplate fromthe OPS area web site

(http://ww. ops.ietf.org/mb-security.html) and that the guidelines
therei n have been fol | owed.

5.) I ANA Considerations Section -- this section nust always be
present. |If the draft requires no action fromthe | ANA ensure that
this is explicitly noted. If the draft requires O D values to be
assigned, ensure that the | ANA Consi derations section contains the

i nformati on specified in Section 3.5 of these guidelines. |If the
draft contains the initial version of an | ANA-nai ntai ned nodul e,
verify that the MODULE-1DENTITY invocation contains maintenance
instructions that conply with the requirenents in RFC 2434. In the
| atter case, the | ANA Considerations section that will appear in the
RFC MUST contain a pointer to the actual | ANA-naintai ned nodul e.

6.) References -- verify that the references are properly divided

bet ween nornmative and i nfornmative references, that RFC 2119 is
included as a normative reference if the termni nol ogy defined therein
is used in the docunent, that all references required by the
boilerplate are present, that all M B nodul es containing inported
itens are cited as normative references, and that all citations point
to the nost current RFCs unless there is a valid reason to do
otherwi se (for exanple, it is OKto include an informative reference
to a previous version of a specification to help explain a feature

i ncl uded for backward compatibility).
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7.) Copyright Notices -- verify that the draft contains an

abbrevi ated copyright notice in the DESCRI PTI ON cl ause of each
MODULE- | DENTI TY i nvocation and that it contains the full copyright
noti ce and di sclainmer specified in Sections 5.4 and 5.5 of RFC 3978
at the end of the docunent. Make sure that the correct year is used
in all copyright dates.

8.) IPR Notice -- if the draft does not contains a verbatimcopy of
the PR notice specified in Section 5 of RFC 3979, reconmmend that the
I PR notice be included.

9.) O her Issues -- check for any issues nentioned in
http://ww.ietf.org/lD Checklist.html that are not covered el sewhere.

10.) Technical Content -- review the actual technical content for
conmpliance with the guidelines in this docunent. The use of a MB
conpi l er is recormended when checking for syntax errors; see
http://ww.ops.ietf.org/nmb-reviewtools.html for nore information.

Checking for correct syntax, however, is only part of the job. It is
just as inportant to actually read the M B docunent fromthe point of
view of a potential inplementor. It is particularly inportant to

check that DESCRI PTI ON cl auses are sufficiently clear and unanbi guous
to allow interoperable inplenmentations to be created.

Appendi x B: Commonly Used Textual Conventions

The following TCs are defined in SNWPv2-TC [ RFC2579] :

Di splayString OCTET STRING (Sl ZE (0..255))
PhysAddr ess OCTET STRI NG

MacAddr ess OCTET STRING (Sl ZE (6))

Tr ut hval ue enuner at ed | NTEGER

Test Andl ncr | NTEGER (0..2147483647)

Aut ononousType OBJECT | DENTI FI ER

Vari abl ePoi nt er OBJECT | DENTI FI ER

RowPoi nt er OBJECT | DENTI FI ER

RowsSt at us enuner at ed | NTEGER

Ti meSt anp Ti meTi cks

Ti el nt erval | NTEGER (0..2147483647)

Dat eAndTi ne OCTET STRING (SIZE (8 | 11))
St or ageType enumrer at ed | NTEGER

TDonai n OBJECT | DENTI FI ER

TAddr ess OCTET STRING (SIZE (1..255))

Note 1. InstancePointer is obsolete and MJUST NOT be used.

Note 2. DisplayString does not support internationalized text. It
MUST NOT be used for objects that are required to hold
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internationalized text (which is always the case if the
object is intended for use by humans [ RFC2277]). Designers
SHOULD consi der using SnnpAdmi nString, Utf8String, or
LongUtf8String for such objects.

Note 3. TDonmin and TAddress SHOULD NOT be used in new M B nodul es.
The TransportDonai n, TransportAddressType, and
Transport Address TCs (defined i n TRANSPORT- ADDRESS- M B
[ RFC3419]) SHOULD be used i nstead.
The following TC is defined i n SNMP- FRAVEWORK- M B [ RFC3411] :
SnnpAdmi nStri ng OCTET STRI NG (Sl ZE (0..255))
The following TCs are defined in SYSAPPL-M B [ RFC2287] :

Ut f8String OCTET STRING (SI ZE (0. . 255))
LongUt f 8Stri ng OCTET STRING (SI ZE (0. .1024))

The following TCs are defined in | NET- ADDRESS-M B [ RFC4001] :

| net Addr essType enumrer at ed | NTEGER

| net Addr ess OCTET STRING (SI ZE (0. . 255))
| net Addr essPrefi xLength Unsi gned32 (0..2040)

| net Por t Nunber Unsi gned32 (0..65535))

| net Aut ononousSyst emNunber  Unsi gned32

| net ScopeType enuner at ed | NTEGER

| net Zonel ndex Unsi gned32

I net Ver si on enuner at ed | NTEGER

The following TCs are defined in TRANSPORT- ADDRESS- M B [ RFC3419] :

Transport Donai n OBJECT | DENTI FI ER
Transport Addr essType enumrer at ed | NTEGER
Transport Addr ess OCTET STRING (Sl ZE (0..255))

The following TC is defined in RMON2-M B [ RFC2021] :
Zer oBasedCount er 32 Gauge32
The following TCs are defined in HCNUM TC [ RFC2856] :

Zer oBasedCount er 64 Count er 64
Count er BasedGauge64 Count er 64

The following TCs are defined in | F-M B [ RFC2863]:

I nterfacel ndex Integer32 (1..2147483647)
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I nterfacel ndexOr Zero I nteger32 (0..2147483647)
The following TCs are defined in ENTITY-M B [ RFC4133] :

Physi cal | ndex Integer32 (1..2147483647)
Physi cal | ndexOr Zer o I nteger32 (0..2147483647)

The following TCs are defined in PerfHi st-TC-MB [ RFC3593] :

Per f Cur r ent Count Gauge32
Per f I nt er val Count Gauge32
Per f Tot al Count Gauge32

The following TCs are defined in HC PerfHist-TC-MB [ RFC3705] :

HCPer f Val i dl nterval s I nteger32 (0..96)
HCPerflnvalidlnterval s I nteger32 (0..96)
HCPer f Ti neEl apsed I nteger32 (0..86399)
HCPer f I nt er val Threshol d Unsi gned32 (0..900)
HCPer f Cur r ent Count Count er 64

HCPer f | nt er val Count Count er 64

HCPer f Tot al Count Count er 64

Appendi x C. Suggested Nani ng Conventions

Aut hors and reviewers of | ETF M B nodul es have often found the
foll owi ng naming conventions to be helpful in the past, and authors
of new | ETF M B nodul es are urged to consider follow ng them

- The nodul e nanme should be of the formXXX-MB (or XXX-TC-MB for a
nmodule with TCs only), where XXX is a unique prefix (usually all
caps with hyphens for separators) that is not used by any existing
nmodul e. For exanple, the nodule for managi ng optical interfaces
[ RFC3591] uses the prefix OPT-1F and has nodul e name OPT-1F- M B.

- The descriptor associated with the MODULE-1DENTITY invocation
shoul d be of the form xxxM B, xxxM b, or xxxM bMdul e, where xxx is
a m xed-case version of XXX starting with a | owercase letter and
wi t hout any hyphens. For exanple, the OPT-1F-M B uses the prefix
optlf, and the descriptor associated with its MODULE-I|DENTITY
i nvocation is optlfM bMdul e.

- Oher descriptors within the MB nodul e should start with the sane
prefix xxx. OPT-IF-MB uses the prefix optlf for all descriptors.
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Nanmes of TCs that are specific to the M B nodul e and nanes of
SEQUENCE types that are used in conceptual table definitions should
start with a prefix Xxx that is the sane as xxx but with the
initial letter changed to uppercase. OPT-1F-MB uses the prefix
Opt1f on the names of TCs and SEQUENCE types.

The descriptor associated with a conceptual table should be of the
form xxxZzzTabl e; the descriptor associated with the correspondi ng
conceptual row should be of the form xxxZzzEntry; the name of the
associ at ed SEQUENCE type should be of the form XxxZzzEntry; and the
descriptors associated with the subordinate col umar objects should
be of the form xxxZzzSoneot her Nane. An exanple fromthe OPT-IF-MB
is the OTWMh table. The descriptor of the table object is

opt| f OTwnTabl e, the descriptor of the row object is optlfOTrMiEntry,
the nane of the associated SEQUENCE type is OptlfOTrMiEntry, and the
descriptors of the columar objects are optlfOIrMO der,

opt | f OTWMnReduced, optlfOTlvnBit Rates, optlfOTrwhl nterfaceType

opt| f OTWnTcmvax, and opt | f OTMnOpti cal Reach

When abbrevi ations are used, then they shoul d be used consistently.
I nconsi stent usage such as

xxxYyyDest Addr
XXxZzzDst Addr

shoul d be avoi ded.
dix D. Suggested O D Layout

noted in RFC 2578 Section 5.6, it is common practice to use the

val ue of the MODULE-IDENTITY invocation as a subtree under which

ot

her OBJECT | DENTI FI ER val ues assigned within the nodule are

defined. That, of course, |eaves open the question of how O Ds are

as

signed within that subtree. One assignment schene that has gai ned

favor -- and that is RECOMMVENDED unl ess there is a specific reason
not use it -- is to have three separate branches i nmedi ately bel ow

th

e MODULE- I DENTITY val ue dedi cated (respectively) to notification

definitions, object definitions, and confornmance definitions, and to

fu

rt her subdivide the conformance branch into separate sub-branches

for conpliance statements and object/notification groups. This

st
th
su

Hear d

ructure is illustrated below, with nam ng conventions follow ng
ose outlined in Appendix C. The nunbers in parentheses are the
b-identifiers assigned to the branches.
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XXXM B
|
+-- xxxNotifications(0)
+-- xxxbj ects(1)
+- - xxxConf or mance( 2)
|
+-- xxxConpl i ances(1)
+-- xxxGroups(2)

When using this scheme, notification definition values are assigned

i medi ately bel ow t he xxxNotifications node. This ensures that each
O D assigned to a notification definition has a next-to-last sub-
identifier of zero, which is REQU RED by Section 4.7 above. The

ot her sub-branches may have additional sub-structure, but none beyond
that specified in Section 4.6.5 above is actually required.

One exanple of a M B nodul e whose O D assignnments follow this schene
is the POAER- ETHERNET- M B [ RFC3621] .
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