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Status of This Menp

This meno provides information for the Internet conmunity. It does
not specify an Internet standard of any kind. Distribution of this
menmo is unlinted.

Abst ract

Thi s docunent describes the necessary requirenents to allow a service
provider to extend the reach of pseudow res across nultiple domains.
These domai ns can be autononobus systens under one provider

adm nistrative control, |GP areas in one autononous system different
aut ononous systens under the administrative control of two or nore
service providers, or administratively established pseudow re

domai ns.
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1. Introduction
1.1. Scope

Thi s docunment specifies requirenments for extendi ng pseudow res across
nore than one packet switched network (PSN) domain and/or nore than
one PSN tunnel. These pseudowires are called nulti-segnent
pseudowi res (Ms-PWs). Requirenents for single-segnent pseudowires
(SS-PW) that extend edge to edge across only one PSN domain are
specified in [RFC3916]. This docunent is not intended to invalidate
any part of [RFC3985].

This docunent specifies additional requirenents that apply to Ms-PWs.
These requirenments do not apply to PSNs that only support SS-PW.

1.2. Architecture

The following three figures describe the reference nodels that are
derived from [ RFC3985] to support PWenul ated services.

LR Enul ated Service ---------------- >
| <------- Pseudowire ------- >
| <-- PSN Tunnel -->| |

|
|
|
: :
PW End V V V V. PWENnd
V Service +----+ +----+ Service V
|

+----- + | PE1| | PE2] | +----- +
| [-----m--- PWM............. [---------- | |
| CEl | | | | | | | | CE2 |
| [---------- [ PW. ... ... [---------- | |
booeak | . | A bt
A +----+ +----+ | A
| Provi der Edge 1 Provi der Edge 2 |
|| ||
Cust oner | | Custoner
Edge 1 | | Edge 2
' :
Attachnment Circuit (AQ Attachnent Circuit (AQ
Nati ve service Nati ve service

Figure 1: PWE3 Reference Configuration
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Figure 1 shows the PWE3 reference architecture [ RFC3985]. This
architecture applies to the case where a PSN tunnel extends between
two edges of a single PSN dormain to transport a PWw th endpoints at
t hese edges.

Native |[<-------- Mul ti-Segnent Pseudowire----- > Native
Service | PSN PSN | Service
(AQ | | <- Tunnel - >| | <- Tunnel - >| | (AQ
| \% \% 1 \% \% 2 \% vV
F--- - + F--- - + F---- +
+-- -+ | | T- PE]_l ::::::::::l S- PE]_l ::::::::::l T- PE2| | +-- -+
| [--------- [ ot PWL.......... [...PWB.......... [---]----] |
| CE1| | I I I I I | | CE2|
| [--------- [.... ... PW2........... [...PWA ... . [-------- | |
+- - -+ | | | ::::::::::l | ::::::::::l | | +- - -+
N F--- - + F--- - + F--- - + N
| Provi der Edge 1 A Provi der Edge 3 |
I I I
I I I
| PW swi t chi ng poi nt |
I I
I I
| <----mmmmmee - Enmul ated Service --------------o-- >|

Figure 2: PWSw tching Reference Mdel

Figure 2 extends this architecture to show a nulti-segnment case.
Term nating PEL (T-PEl) and Term nating PE3 (T-PE3) provide PWE3
service to CE1l and CE2. These PEs ternminate different PSN tunnels,
PSN Tunnel 1 and PSN Tunnel 2, and may reside in different PSN or
pseudowi re domains. One PSN tunnel extends from T-PE1 to S-PEL
across PSN1, and a second PSN tunnel extends from S-PELl to T-PE2
across PSN2.

PW are used to connect the Attachnent circuits (ACs) attached to
T-PE1 to the corresponding ACs attached to T-PE2. Each PWon PSN
tunnel 1 is switched to a PWin the tunnel across PSN2 at S-PEl to
complete the multi-segnent PW(Ms-PW between T-PE1 and T-PE2. S-PE1l
is therefore the PWsw tching point and will be referred to as the PW
swi tching provider edge (S-PE). PW and PWB are segnents of the same
M5- PWwhil e PW2 and PW are segnents of another pseudowire. PW
segnents of the sane M5-PW(e.g., PW and PWB) MAY be of the sane PW
type or different types, and PSN tunnels (e.g., PSN Tunnel 1 and PSN
Tunnel 2) can be the sane or different technology. This docunent
requires support for M5-PW with segnents of the sane PWtype only.
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An S-PE switches an M5-PWfromone segnent to another based on the PW
identifiers (e.g., PWIlabel in case of MPLS PW). In Figure 2, the
domai ns that PSN Tunnel 1 and PSN Tunnel 2 traverse could be |IGP
areas in the same 1 GP network or sinply PWE3 dormains in a single flat
| GP network, for instance.

| <------ Mul ti-Segnent Pseudowire------ >|
| AS AS |
AC | [ <----1---->] [ <----2--->] | AC
| \Y \Y \Y \Y \Y \Y
| +----+ +-- - - - + +----+ +----+
- oo -+ | | |:::::| |:::::| |:::::| | | - oo -+
| [------- [..... PW.......... PW......... PWB. . ... [------- |
| CE1] | | | | | | | | || | CE2 |
Foo -+ | | |:::::| |:::::| |:::::| | | Foo -+
A +--- -+ +----- + +--- -+ +--- -+ N
| T- PE1 S- PE2 S- PE3 T- PE4 |
| " " |
| - . |
| PW swi t chi ng points
| |
| _ |
I Enul ated Service --------------- >

Figure 3: PWSw tching Inter-Provider Reference Mde

Note that although Figure 2 only shows a single S-PE, a PW nay
transit nore than one S-PEs along its path. For instance, in the
multi-AS case shown in Figure 3, there can be an S-PE (S-PE2) at the
border of one AS (ASl1l) and another S-PE (S-PE3) at the border of the
other AS (AS2). An Ms-PWthat extends fromthe edge of one AS (T-
PE1) to the edge of the other AS (T-PE4) is conposed of three
segrments: (1) PW, a segnent in ASl, (2) PW, a segment between the
two border routers (S-PE2 and S-PE3) that are switching PEs, and (3)
PWE3, a segnent in AS2. ASl1l and AS2 could belong to the sane
provider (e.g., ASl could be an access network or netro transport
networ k, and AS2 could be an MPLS core network) or to two different
providers (e.g., AS1 for Provider 1 and AS2 for Provider 2).
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2. Term nol ogy

RFC 3985 [ RFC3985] provides terminology for PWE3. The follow ng
additional term nology is defined for nulti-segnment pseudowi res:

- PWTermnating Provider Edge (T-PE). A PE where the
custoner-facing attachnent circuits (ACs) are bound to a PW
forwarder. A Terminating PEis present in the first and | ast
segrments of an M5-PW This incorporates the functionality of a
PE as defined in RFC 3985.

- Single-Segnent Pseudowire (SS-PW. A PWsetup directly between
two PE devices. Each direction of an SS-PWtraverses one PSN
tunnel that connects the two PEs.

- Milti-Segnent Pseudowire (Ms-PW. A static or dynamically
configured set of two or nore contiguous PWsegnents that
behave and function as a single point-to-point PW Each end of
an Ms-PWby definition MJUST terninate on a T-PE

- PWSegnent. A single-segnent or a part of a nulti-segment PW
which is set up between two PE devices, T-PEs and/or S-PEs.

- PWSwitching Provider Edge (S-PE). A PE capabl e of swi tching
the control and data planes of the precedi ng and succeedi ng PW
segrments in an M5-PW The S-PE terminates the PSN tunnel s
transporting the precedi ng and succeedi ng segnents of the M-
PW It is therefore a PWswitching point for an M5s-PW A PW
switching point is never the S-PE and the T-PE for the same
Ms-PW A PWswi tching point runs necessary protocols to set up
and nanage PWsegnents with other PWsw tching points and
term nati ng PEs.

2.1. Specification of Requirenents
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in [ RFC2119].
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3. Use Cases

PWE3 defines the signaling and encapsul ati on techni ques for
est abl i shing SS-PW between a pair of term nating PEs (T-PEs), and in
the vast mpjority of cases, this will be sufficient. Ms-PW may be

usef ul
-

-0
-iii.
-iv.
Bitar, et

in the follow ng situations:

Inter-Provider PW: An Inter-Provider PWis a PWthat extends
froma T-PE in one provider domain to a T-PE in another
provi der domai n.

It may not be possible, desirable, or feasible to establish a
direct PWcontrol channel between the T-PEs, residing in

di fferent provider networks, to set up and maintain PW. At a
m nimum a direct PWcontrol channel establishnent (e.g.
targeted LDP session) requires know edge of and reachability
to the renote T-PE I P address. The local T-PE may not have
access to this informati on due to operational or security
constraints. Mreover, an SS-PWwould require the existence
of a PSN tunnel between the |local T-PE and the renote T-PE

It may not be feasible or desirable to extend single,

conti guous PSN tunnels between T-PEs in one domain and T-PEs
in another domain for security and/or scalability reasons or
because the two donmains nay be using different PSN

t echnol ogi es.

M5- PW set up, nmi ntenance, and forwardi ng procedures nust
satisfy requirenments placed by the constraints of a

mul ti-provider environment. An exanple is the inter-AS L2VPN
scenario where the T-PEs reside in different provider networks
(ASs) and it is the current practice to MD5-key all contro
traffic exchanged between two networks. An MsS-PWallows the
providers to confine MD5 key adninistration for the LDP
session to just the PWswitching points connecting the two
domai ns.

PSN | nt erwor ki ng: PWE3 signaling protocols and PSN types nmay
differ in different provider networks. The termninating PEs
may be connected to networks enploying different PWsignaling
and/ or PSN protocols. In this case, it is not possible to use
an SS-PW An M5-PWwith the appropriate interworking
perforned at the PWsw tching points can enable PW
connectivity between the ternmnating PEs in this scenario.

al . I nf or mat i onal [ Page 7]
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Traffic Engi neered PSN Tunnel s and bandwi dt h- nanaged PW:
There is a requirenment to deploy PW edge to edge in large
service provider networks. Such networks typically enconpass
hundreds or thousands of aggregati on devices at the edge, each
of which would be a PE. Furthernore, there is a requirenent
that these PW have explicit bandw dth guarantees. To satisfy
these requirenents, the PW will be tunneled over PSN
TE-tunnel s with bandw dth constraints. A single-segnent
pseudowi re architecture would require that a full mesh of PSN
TE-tunnel s be provisioned to allow PW to be established
between all PEs. Inter-provider PW riding traffic engi neered
tunnels further add to the nunber of tunnels that woul d have
to be supported by the PEs and the core network as the tota
nunmber of PEs increases.

In this environment, there is a requirenent either to support
a sparse nesh of PSN TE-tunnels and PWsignaling adjacencies,
or to partition the network into a nunmber of snaller PWE3
domains. In either case, a PWwould have to pass through nore
than one PSN tunnel hop along its path. An objective is to
reduce the nunber of tunnels that nust be supported, and thus
the conplexity and scalability problemthat may arise

Pseudowi res in access/netro networks: Service providers w sh
to extend PWtechnol ogy to access and nmetro networks in order
to reduce mai ntenance conpl exity and operational costs.
Today' s access and nmetro networks are either legacy (Tine

Di vision Miultiplexed (TDM, Synchronous Opti cal

Net wor k/ Synchronous Digital Hierarchy (SONET/SDH), or Frane
Rel ay/ Asynchronous Transfer Mbde (ATM), Ethernet, or IP
based.

Due to these architectures, circuits (e.g., Ethernet Virtua
Circuits (EVCs), ATMVCs, TDMcircuits) in the access/netro
are traditionally handl ed as attachnent circuits, in their
native fornat, to the edge of the IP-MPLS network where the PW
starts. This conbination requires nultiple separate access
net wor ks and conplicates end-to-end control, provisioning, and
mai nt enance. | n addition, when a TDM or SONET/ SDH access
network is replaced with a packet-based infrastructure,
expenses nmay be |l owered due to noving statistical multiplexing
closer to the end-user and converging nultiple services onto a
singl e access network.

Access networks have a number of properties that inpact the
application of PW. For exanmple, there exist access
mechani sms where the PSN is not of an | ETF specified type, but
uses nechani sns conpatible with those of PWE3 at the PWI ayer
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Here, use case (iv) may apply. |In addition, many networks
consi st of hundreds or thousands of access devices. There is
therefore a desire to support a sparse mesh of PWsignaling

adj acenci es and PSN tunnels. Use case (v) may therefore
apply. Finally, access networks also tend to differ fromcore
networks in that the access PWsetup and nmai nt enance nechani sm
may only be a subset of that used in the core.

Using the M5-PWs, access and netro network el enments need only
mai ntain PWsignaling adjacencies with the PEs to which they
directly connect. They do not need PWsignaling adjacencies
with every other access and netro network device. PEs in the
PSN backbone, in turn, maintain PWsignaling adjacenci es anong
each other. |In addition, a PSN tunnel is set up between an
access elenent and the PE to which it connects. Another PSN
tunnel needs to be established between every PE pair in the
PSN backbone. An Ms5-PWmay be set up from one access network
el ement to another access elenent with three segnents: (1)
access-element - PSN-PE, (2) PSN-PE to PSN-PE, and (3) PSN PE
to access elenment. |In this M5-PWsetup, access elenments are
T-PEs while PSN-PEs are S-PEs. |t should be noted that the
PSN backbone can be al so segnmented into PWE3 donmins resulting
in nore segnments per PW

3.1. Milti-Segnment Pseudow re Setup Mechanisns

This requirements docunent assunes that the above use cases are
realized using one or nore of the foll ow ng nechani sns:

Static Configuration: The switching points (S-PES), in
addition to the T-PEs, are nmnually provisioned for each
segment .

Pre-Determ ned Route: The PWis established al ong an
adm nistratively determ ned route using an end-to-end
signaling protocol with automated stitching at the S-PEs.

Si gnal ed Dynamic Route: The PWis established along a

dynani cally determi ned route using an end-to-end signaling
protocol with automated stitching at the S-PEs. The route is
selected with the aid of one or nore dynanmic routing

pr ot ocol s.

Note that we define the PWroute to be the set of S-PEs through which
an M5-PWwi Il pass between a given pair of T-PEs. PSN tunnels al ong

t hat

route can be explicitly specified or locally selected at the

S-PEs and T-PEs. The routing of the PSN tunnels thenselves is
outside the scope of the requirenents specified in this docunent.
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4. Muilti-Segnent Pseudowi re Requirenents

The followi ng sections detail the requirenents that the above use
cases put on the M5-PWsetup mechani sns.

4.1. Al Mechani sns

The followi ng generic requirenents apply to the three Ms-PW setup
nmechani sns defined in the previous section

4.1.1. Architecture

-i. If M5-PWs are tunnel ed across a PSN that only supports SS-PW,
then only the requirenents of [RFC3916] apply to that PSN
The fact that the overlay is carrying M5-PW MJST be
transparent to the routers in the PSN

-ii. The PW MJST renmain transparent to the P-routers. A P-router
is not an S-PE or an T-PE fromthe Ms-PWarchitecture
viewpoi nt. P-routers provide transparent PSN transport for
PW and MJUST not have any know edge of the PW traversing
t hem

-iii. The M5-PW MJST use the sanme encapsul ati on nodes specified for
SS- PW§.

-iv. The Ms-PW MJIST be conposed of SS-PW.

-v. An Ms5-PW MIST be able to pass across PSNs of all technol ogies
supported by PWE3 for SS-PWs. Wen crossing fromone PSN
technol ogy to another, an S-PE nust provide the necessary PSN
i nterworking functions in that case.

-vi. Both directions of a PWsegnent MJST term nate on the sane
S- PE/ T- PE.

-vii. S-PEs MAY only support switching PW of the sane PWtype. In
this case, the PWtype is transparent to the S-PE in the
forwardi ng pl ane, except for functions needed to provide for
i nt erwor ki ng between different PSN technol ogi es.

-viii. Solutions MAY provide a way to prioritize the setup and
mai nt enance process anong PWs.
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4.

4.

1.2. Resiliency

Mechani sns to protect an M5-PWwhen an el ement on the existing path
of an Ms-PWfails MJST be provided. These nechanisns will depend on
the M5-PWsetup. The following are the generic resiliency
requirenents that apply to all MS-PWsetup nechani sns:

-i. Configuration and establishnment of a backup PWto a prinmary PW
SHOULD be supported. Mechanisns to performa sw tchover from
a primary PWto a backup PWupon failure detection SHOULD be
provi ded.

-ii. The ability to configure an end-to-end backup PWpath for a
primary PWpath SHOULD be supported. The primary and backup
paths may be statically configured, statically specified for
signaling, or dynamically selected via dynanic routing
dependi ng on the Ms-PW establishment nmechanism Backup and
primary paths should have the ability to traverse separate
S-PEs. The backup path MAY be signaled at configuration tine
or after failure.

-iii. The ability to configure a primary PWand a backup PWwith a
different T-PE fromthe primry SHOULD be supported.

-iv. Automatic Mechanisns to performa fast switchover froma
primary PWto a backup PWupon failure detecti on SHOULD be
provi ded.

-v. A nechanismto automatically revert to a primary PWfrom a
backup PW MAY be provided. Wen provided, it MJST be
confi gurabl e.

1.3. Quality of Service

Pseudowi res are intended to support enul ated services (e.g., TDM and
ATM that may have strict per-connection quality-of-service (QS)
requirenents. This may include either absolute or relative

guar ant ees on packet loss, delay, and jitter. These guarantees are,
in part, delivered by reserving sufficient network resources (e.g.,
bandwi dth), and by providi ng appropriate per-packet treatnent (e.g.,
scheduling priority and drop precedence) throughout the network.

For SS-PWs, a traffic engineered PSN tunnel (i.e., MPLS-TE) nay be
used to ensure that sufficient resources are reserved in the
P-routers to provide QS to PW on the tunnel. In this case, T-PEs
MUST have the ability to automatically request the PSN tunnel
resources in the direction of traffic (e.g., admi ssion control of PW
onto the PSN tunnel and accounting for reserved bandw dth and
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avai | abl e bandwi dth on the tunnel). |n cases where the tunne
supports multiple classes of service (CoS) (e.g., E-LSP), bandwi dth
managenent is required per CoS.

For Ms-PWs, each S-PE maps a PWsegnment to a PSN tunnel. Sol utions
MUST enable S-PEs and T-PEs to automatically bind a PWsegnent to a
PSN tunnel based on CoS and bandwi dth requirenments when these
attributes are specified for a PW Sol utions SHOULD al so provide the
capability of binding a PWsegnent to a tunnel as a matter of policy
configuration. S-PEs and T-PEs nust be capable of automatically
requesting PSN tunnel resources per CoS.

S-PEs and T-PEs MJUST be able to associate a CoS marking (e.g., EXP
field value for MPLS PW) with PWPDUs. CoS narking in the PW PDUs
affects packet treatnment. The CoS marking depends on the PSN

technol ogy. Thus, solutions nust enable the configuration of
necessary mappi ng for CoS marki ng when the Ms-PWcrosses from one PSN
technology to another. Simlarly, different adm nistrative domains
may use different CoS values to inply the sane CoS treatnent.

Sol utions MJUST provide the ability to define CoS marking nmaps on
S-PEs at adninistrative donmain boundaries to translate from one CoS
val ue to another as a PWPDU crosses fromone domain to the next.

[ RFC3985] requires PW to respond to path congestion by reducing
their transmssion rate. Alternatively, RFC 3985 pernmits PW that do
not have a congestion control mechanismto transnit using explicitly
reserved capacity along a provisioned path. Because M5-PW are a
type of PW this requirenent extends to themas well. RFC 3985
applied to M5-PW consequently requires that Ms-PW enploy a
congestion control nechanismthat is effective across an MS path, or
requires an explicit provisioning action that reserves sufficient
capacity in all domains along the M5 path before the Ms-PW begins
transmission. S-PEs are therefore REQURED to reject attenpts to
establish M5-PWsegnents for PWtypes that either do not utilize an
appropriate congestion control schene or when resources that are
sufficient to support the transnission rate of the PWcannot be
reserved al ong the path.

4.1.4. Congestion Contro

[ RFC3985] requires all PW to respond to congestion, in order to
conformto [RFC2914]. 1In the absence of a well-defined congestion
control nechanism [RFC3985] pernmits PW to be carried across paths

t hat have been provisioned such that the traffic caused by PW has no
harnful effect on concurrent traffic that shares the path, even under
congestion. These requirenents extend to the M5-PW defined in this
docunent .
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Path provisioning is frequently perfornmed through QoS reservation
protocol s or network managerment protocols. 1In the case of SS-PW,
which remain within a single administrative domain, a nunber of

exi sting protocols can provide this provisioning functionality. Ms-
PWs, however, may transmt across network domains that are under the
control of multiple entities. QoS provisioning across such paths is
i nherently nore difficult, due to the required inter-donain
interactions. It is inmportant to note that these difficulties do not
invalidate the requirenment to provision path capacity for Ms-PWuse.
Each domain MUST individually inplement a nethod to control
congestion. This can be by QoS reservation, or other congestion
control nethod. MsS-PW MJUST NOT transnit across unprovisioned, best
effort, paths in the absence of other congestion control schenes, as
requi red by [ RFC3985].

Sol utions MJST enable S-PEs and T-PEs on the path of an M5-PWto
notify other S-PEs and T-PEs on that path of congestion, when it
occurs. Congestion nay be indicated by queue | ength, packet |oss
rate, or bandw dth neasurenent (anbng others) crossing a respective
threshold. The action taken by a T-PE that receives a notification
of congestion along the path of one of its PW could be to re-route
the M5-PWto an alternative path, including an alternative T-PE if
available. If a PE, or an S-PE has know edge that a particular |ink
or tunnel is experiencing congestion, it MJST not set up any new
Ms-PWthat utilize that Iink or tunnel. Sone PWtypes, such as TDM
PWs, are nore sensitive to congestion than others. The reaction to a
congestion notification MAY vary per PWtype

4.1.5. Additional Generic Requirenents for MsS-PW Setup Mechani sns

The MsS-PW setup nechani sns MUST accommpdate the service provider’'s
practices, especially in relation to security, confidentiality of SP
information, and traffic engineering. Security and confidentiality
are especially inmportant when the M5-PW are set up across autononous
systenms in different adm nistrative domains. The follow ng are
generic requirenments that apply to the three Ms-PW setup nechani sns
defined earlier:

-i. The ability to statically select S-PEs and PSN tunnels on a PW
path MJST be provided. Static selection of S-PEs is by
definition a requirenent for the static configuration and
signal ed/static route setup nechani sns. This requirenent
satisfies the need for forcing an M5-PWto traverse specific
S-PEs to enforce service provider security and adninistrative
poli ci es.

-ii. Solutions SHOULD m nim ze the amount of configuration needed
to set up an Ms-PW
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4.1.6.

Requirements for Milti-Segnent PWE3 Cct ober 2008

Sol uti ons should support different PWsetup nmechani snms on the
same T-PE, S-PE, and PSN net worKk.

Sol utions MJST allow T-PEs to simultaneously support use of
SS-PWsi gnal i ng mechani sms as specified in [ RFC4447], as well
as Ms-PWsignal i ng nechani sns.

Sol utions MJUST ensure that an Ms-PWw ||l be set up when a path
that satisfies the PWconstraints for bandw dth, CoS, and
other possible attributes does exist in the network.

Sol utions nust clearly define the setup procedures for each
mechani sm so that an M5-PWsetup on T-PEs can be interpreted
as successful only when all PWsegnments are successfully set

up.

Adm ssion control to the PSN tunnel needs to be perforned

agai nst avail abl e resources, when applicable. This process
MUST be perfornmed at each PWsegnment conprising the Ms-PW PW
admi ssion control into a PSN tunnel MJST be confi gurable.

In case the PSN tunnel |acks the resources necessary to
acconmodate the new PW an attenpt to signal a new PSN tunnel,
or increase the capacity of the existing PSN tunnel MAY be
made. |f the expanded PSN tunnel fails to set up, the PWMJST
fail to set up.

The setup nmechani sms nust allow the setup of a PWsegnent
between two directly connected S-PEs w thout the existence of
a PSN tunnel. This requirenent allows a PWsegnent to be set
up between two (Autononous System Border Routers (ASBRs) when
t he MS-PW crosses AS boundaries without the need for
configuring and setting up a PSN tunnel. In this case,

adm ssion control must be done, when enabled, on the l|ink

bet ween t he S-PEs.

Rout i ng

An objective of M5-PW is to provide support for the follow ng
connectivity:

Bitar,

et

M5- PW MUST be able to traverse nultiple service provider
admi ni strative domai ns.

M5- PW MUST be able to traverse multiple autononbus systens
within the sane administrative donain.
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-iii. Ms-PW MJST be able to traverse nultipl e autononous systens
bel onging to different adninistrative domains.

-iv. M5-PW MUIST be able to support any hybrid conbination of the
af orementi oned connectivity scenarios, including both PW
transit and term nation in a domain.

4.2. Statically Configured Ms-PW

When the MsS-PWsegnents are statically configured, the follow ng
requirenents apply in addition to the generic requirenments previously
defi ned.

4.2.1. Architecture
There are no additional requirements on the architecture.
4.2.2. MPLS-PW

Sol utions should allow for the static configuration of MPLS |abels
for MPLS-PWsegnments and the cross-connection of these labels to
precedi ng and succeedi ng segnents. This is especially useful when an
M5- PW cr osses provi der boundaries and two providers do not want to
run any PWsignaling protocol between them A T-PE or S-PE that

all ows the configuration of static |abels for Ms-PWsegnents shoul d
al so sinultaneously allow for dynanmic | abel assignments for other
M5- PW segnents. |t should be noted that when two interconnected
S-PEs do not have signaling peering for the purpose of setting up
M5- PW segnents, they should have in-band PW Operations and

Mai nt enance (OAM) capabilities that relay PWor attachment circuit
defect notifications between the adjacent S-PEs.

4.2.3. Resiliency

The solution should allow for the protection of a PWsegnent, a
contiguous set of PWsegnents, as well as the end-to-end path. The
primary and protection segnents nust share the sane segnent

endpoi nts. Sol utions should allow for having the backup paths set up
prior to the failure or as a result of failure. The choice should be
made by configuration. Wen resources are linted and cannot satisfy
all PW, the PW with the higher setup priorities should be given
preference when conpared with the setup priorities of other PW being
set up or the holding priorities of existing PWs.

Sol utions should strive to mininize traffic | oss between T-PEs.
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4.2.4. Quality of Service

The CoS and bandwi dth of the Ms-PWnust be configurable at T-PEs and
S- PEs.

4.3. Signal ed PW Segnents

Wien the Ms-PWsegnents are dynamically signaled, the follow ng

requi renents apply in addition to the generic requirenments previously
defined. The signal ed M5-PWsegnents can be on the path of a
statically configured M5>-PW signaled/statically routed M5-PW or

si gnal ed/ dynani cal ly routed Ms-PW

There are four different nmechanisns that are defined to setup SS-PWs:
-i. Static set up of the SS-PW (MPLS or L2TPv3 forwardi ng)
-ii. LDP using PWd Forwarding Equi val ence O ass (FEC) 128
-iii. LDP using the generalized PWFEC 129
-iv. L2TPv3

The Ms-PW setup nechani sm MIUST be able to support PWsegnents
signaled with any of the above protocols; however, the specification
of whi ch conbi nati ons of SS-PWsignaling protocols are supported by a
specific inplenentation is outside the scope of this docunent.

For the signaled/statically routed and signal ed/ dynam cally routed
M5- PW set up nechani sns, the followi ng requirenents apply in addition
to the generic requirenents previously defined.

4.3.1. Architecture
There are no additional requirenments on the architecture.
4.3.2. Resiliency

Sol utions should allow for the signaling of a protection path for a
PW segnment, sequence of segments, or end-to-end path. The protection
and primary paths for the protected segnment(s) share the sane
respective segnents endpoints. Wen adm ssion control is enabl ed,
systens nust be careful not to double account for bandw dth

al l ocation at nerged points (e.g., tunnels). Solutions should allow
for having the backup paths set up prior to the failure or as a
result of failure. The choice should be nade by configuration at the
endpoints of the protected path. Wen resources are limted and
cannot satisfy all PW, the PW with the higher setup priorities
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shoul d be given preference when conpared with the setup priorities of
other PW being set up or the holding priorities of existing PWs.
Procedures nust allow for the primary and backup paths to be diverse.

4.3.3. Quality of Service

When the T-PE attenpts to signal an M5-PW the follow ng capability
is required

-i. Signaling nust be able to identify the CoS associated with an

MB- PW

-ii. Signaling nust be able to carry the traffic paraneters for an
Ms- PWper CoS. Traffic paranmeters should be based on existing
I NTSERV definitions and nust be used for admission contro
when adm ssion control is enabled.

-iii. The PWsignaling MIST enabl e separate traffic paraneter val ues
to be specified for the forward and reverse directions of the
PW

-iv. PWtraffic paraneter representati ons MIJST be the sane for al
types of M5-PW.

-v. The signaling protocol nust be able to accommpdate a nethod to
prioritize the PWsetup and nai ntenance operati on anong PWs.

4.3.4. Routing
See the requirenents for "Resiliency" above.
4.3.5. Additional Requirenments on Signaled Ms-PW Setup Mechani sns

The following are further requirenments on signal ed M5-PW setup
nmechani sns:

-i. The signaling procedures MJST be defined such that the setup
of an Ms5-PWis considered successful if all segnments of the
Ms- PW are successfully set up

-ii. The M5-PWpath MJIST have the ability to be dynamically set up
bet ween the T-PEs by provisioning only the T-PEs.

Bitar, et al. I nf or mat i onal [ Page 17]



RFC 5254 Requirements for Milti-Segnent PWE3 Cct ober 2008

-iii. Dynamic Ms-PWsetup requires that a unique identifier be
associated with a PWand be carried in the signaling nessage.
That identifier must contain sufficient information to
determne the path to the renmpote T-PE through internediate
S- PEs.

-iv. In a single-provider domain, it is natural to have the T-PE
identified by one of its |IP addresses. This may al so apply
when an M5-PWis set up across nultiple donmains operated by
the sane provider. However, sone service providers have
security and confidentiality policies that prevent them from
advertising reachability to routers in their networks to other
providers (reachability to an ASBR is an exception). Thus,
procedures MJST be provided to allow dynam ¢ set up of MS-PW
under these conditions.

4.4. Signaled PW/ Dynam c Route
The following requirenents apply, in addition to those in Sections
4.1 and 4.3, when both dynanic signaling and dynamic routing are
used.

4.4.1. Architecture
There are no additional architectural requirenents.

4.4.2. Resiliency
The PWrouting function MIUST support dynamic re-routing around
failure points when segnents are set up using the dynam c setup
nmet hod.

4.4.3. Quality of Service
There are no additional QoS requirenents.

4.4.4. Routing

The following are requirenents associated with dynamic route
selection for an NM5-PW

-i. Routing nust enable S-PEs and T-PEs to di scover S-PEs on the
path to a destination T-PE

-ii. The M5-PWrouting function MIUST have the ability to
automatically select the S-PEs along the M5-PWpath. Sone of
the S-PEs MAY be statically selected and carried in the
signaling to constrain the route sel ection process.
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5.

-iii. The PWrouting functi on MJUST support re-routing around
failures that occur between the statically configured segnent
endpoi nts. This nay be done by choosi ng another PSN tunnel
bet ween the two segnment endpoints or setting up an alternative
tunnel .

-iv. Routing protocols nust be able to advertise reachability
i nformati on of attachment circuit (AC) endpoints. This
reachability informati on nust be consistent with the AC
identifiers carried in signaling.

Operations and Mai ntenance (OAM

OAM nechani sns for the attachnment circuits are defined in the
specifications for PWenul ated specific technologies (e.g., ITUT
|.610 [1610] for ATM. These nmechani snms enabl e, anong ot her things,
defects in the network to be detected, |ocalized, and di agnosed.
They al so enabl e conmuni cati on of PWdefect states on the PW
attachnent circuit. Note that this docunment uses the term OAM as
Operations and Managenent as per I TU-T |.610.

The interworki ng of OAM nechani sns for SS-PW between ACs and PW is
defined in [PWE3-OAM . These enabl e defect states to be propagated
across a PWE3 network following the failure and recovery fromfaults.

OAM nechani sns for Ms-PW MJST provide at |east the sane capabilities
as those for SS-PW. |In addition, it should be possible to support
bot h segment and end-to-end OAM nechani sms for both defect
notifications and connectivity verification in order to allow defects
to be localized in a nulti-segnment network. That is, PWQAM segnents
can be T-PE to T-PE, T-PE to S-PE, or S-PE to S-PE.

The followi ng requirenents apply to OAM for Ms-PW:

-i. Mechanisns for PWsegnent failure detection and notification
to other segnments of an Ms-PW MJUST be provi ded.

-ii. M5-PWQAM SHOULD be supported end-to-end across the network.

-iii. Single ended nonitoring SHOULD be supported for both
directions of the Ms-PW

-iv. SS-PWOAM nechani snms (e.g., [RFC5085]) SHOULD be extended to
support Ms-PWs on both an end-to-end basis and segnent basis.

-v. Al PE routers along the Ms-PW MJST agree on a common PW QAM
mechani smto use for the Ms-PW
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-vi. At the S-PE, defects on an PSN tunnel MJST be propagated to
all PW that utilize that particular PSN tunnel.

-vii. The directionality of defect notifications MJST be mnaintai ned
across the S PE.

-viii. The S-PE SHOULD be able to behave as a segnent endpoint for PW
OAM nechani sns.

-ix. The S-PE MIUST be able to pass T-PE to T- PE PW OAM nessages
transparently.

-X. Performance OQAMis required for both M5-PW and SS-PW to
measure round-trip delay, one-way delay, jitter, and packet
| oss ratio.

6. Managenment of Milti-Segnent Pseudow res

Each PWE3 approach that uses Ms-PW SHOULD provide sonme nechani sns
for network operators to manage the enul ated service. Mnagenent
nmechani sms for Ms-PW MJST provide at | east the same capabilities as
those for SS-PWs, as defined in [ RFC3916].

It SHOULD al so be possible to nmanage the additional attributes for
M- PWs. Since the operator that initiates the establishnment of an
Ms-PWmay reside in a different PSN donmain fromthe S-PEs and one of
the T-PEs along the path of the MS-PW nmechanisnms for the renote
managenent of the NM5-PW SHOULD be provi ded.
The followi ng additional requirenents apply:

6.1. MB Requirenents

-i. MB Tabl es MJST be designed to facilitate configuration and
provi sioning of the M5-PWat the S-PEs and T- PEs.

-ii. The MB(s) MJST facilitate inter-PSN configuration and
nonitoring of the ACs.
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6.2. Managenent Interface Requirenents

7.

7.

7.

-i. Mechani sns MJUST be provided to enabl e renpte nmanagenent of an
M5-PWat an S-PE or T-PE. It SHOULD be possible for these
mechani snms to operate across PSN domains. An exanple of a
commonl y avail able nechanismis the conmand line interface
(CLI) over a telnet session.

-ii. For security or other reasons, it SHOULD be possible to
di sabl e the renote managenent of an M5-PW

Security Considerations

Thi s docunent specifies the requirements both for M5-PW that can be
set up across domai n boundaries adnini stered by one or nore service

providers (inter-provider M5-PW), and for M5-PW that are only set

up across one provider (intra-provider NM5-PW).

1. Inter-Provider Ms-PW

The security requirements for M5-PWsetup across domai ns admi ni stered
by one service provider are the sane as those descri bed under
security considerations in [ RFC4447] and [ RFC3916]. These
requirenents also apply to inter-provider M5 PW.

In addition, [RFC4111] identifies user and provider requirenments for
L2 VPNs that apply to M5-PW described in this document. In this
section, the focus is on the additional security requirenents for

i nter-provider operation of M5-PW in both the control plane and data
pl ane, and sone of these requirenents may overlap with those in

[ RFC4111] .

1.1. Data-Plane Security Requirenents

By security in the "data plane", we nean protection against the
foll owi ng possibilities:

-i. Packets fromwithin an M>-PWtraveling to a PE or an ACto
which the PWis not intended to be connected, other than in a
manner consistent with the policies of the Ms-PW

-ii. Packets fromoutside an M5-PWentering the M5s-PW other than
in a nmanner consistent with the policies of the Ms-PW

M5- PW that cross service provider (SP) donai n boundari es nmay connect
one T-PE in a SP domain to a T-PE in another provider domain. They
may al so transit other provider domains even if the two T-PEs are
under the control of one SP. Under these scenarios, there is a
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chance that one or nore PDUs could be falsely inserted into an Ms-PW
at any of the originating, termnating, or transit domains. Such
false injection can be the result of a malicious attack or fault in
the S-PE. Sol utions MAY provi de nmechani sns for ensuring the
end-to-end authenticity of Ms- PW PDUs.

The data plane security requirenents at a service provider border for
Ms-PW are similar to those for inter-provider BGP/ MPLS | P Virtua
Private Networks [RFC4364]. In particular, an S-PE or T-PE SHOULD

di scard a packet received froma particul ar nei ghbor over the service
provi der border unless one of the following two conditions holds:

-i. Any MPLS | abel processed at the receiving S-PE or T-PE, such
the PSN tunnel |abel or the PWIlabel has a | abel val ue that
the receiving systemhas distributed to that neighbor; or

-ii. Any MPLS | abel processed at the receiving S-PE or T-PE, such
as the PSN tunnel |abel or the PWIabel has a | abel value that
the receiving S-PE or T-PE has previously distributed to the
peer S-PE or T-PE beyond that neighbor (i.e., when it is known
that the path fromthe systemto which the |abel was
distributed to the receiving systemis via that neighbor).

One of the donmins crossed by an M5-PW nay decide to selectively
mrror the PDUs of an Ms-PW for eavesdroppi ng purposes. It may al so
decide to selectively hijack the PDUs of an M5-PWby directing the
PDUs away fromtheir destination. |In either case, the privacy of an
M5- PW can be vi ol at ed.

Sonme types of PWs nmke assunptions about the security of the
underlying PSN. The mninmal security provided by an MPLS PSN ni ght
not be sufficient to nmeet the security requirenents expected by the
applications using the M5-PW This docunent does not place any

requi renents on protecting the privacy of an Ms-PWPDU via
encryption. However, encryption may be required at a higher |layer in
the protocol stack, based on the application or network requirenents.

The data plane of an S-PE at a domai n boundary MJUST be able to police
inconming MS-PWtraffic to the M5-PWtraffic paraneters or to an

adm nistratively configured profile. The option to enabl e/ disable
policing MIST be provided to the network admi nistrator. This is to
ensure that an M5-PWor a group of Ms-PW do not grab nore resources
than they are allocated. |In addition, the data plane of an S-PE MJUST
be able to police OAM nessages to a pre-configured traffic profile or
to filter out these nessages upon admni strative configuration
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An ingress S-PE MUST ensure that an Ms-PWreceives the CoS treatnent
configured or signaled for that M5S-PWat the S-PE. Specifically, an
S-PE MJST guard agai nst packets marked in the exp bits or |P-header
Differentiated Services (DS) field (depending on the PSN) for a
better CoS than they should receive.

An ingress S-PE MUST be able to define per-interface or
interface-group (a group may correspond to interfaces to a peer-
provider) |abel space for MPLS-PW. An S-PE MJST be configurable not
to accept |abel ed packets from anot her provider unless the bottom

| abel is a PWIabel assigned by the S-PE on the interface on which

t he packet arrived.

Data pl ane security considerations for SS-PW specified in [ RFC3985]
al so apply to M5 PWs.

7.1.2. Control-Plane Security Requirenents

An Ms- PWconnects two attachnment circuits. It is inportant to nake
sure that PWconnections are not arbitrarily accepted from anywhere,
or else a local attachnent circuit mght get connected to an
arbitrary renote attachment circuit. The fault in the connection can
start at a renote T-PE or an S-PE.

Where a PWsegnent crosses a border between one provider and anot her
provi der, the PWsegnent endpoints (S-PEs) SHOULD be on ASBRs

i nterconnecting the two providers. Directly interconnecting the
S-PEs using a physically secure link, and enabling signaling and
routi ng aut hentication between the S-PEs, elimnates the possibility
of receiving an Ms-PWsignaling nessage or packet froman untrusted
peer. Qher configurations are possible. For exanple, P routers for
the PSN tunnel between the adjacent S-PEs/T-PEs nmay reside on the
ASBRs. In which case, the S-PEs/T-PEs MJST satisfy thensel ves of the
security and privacy of the path.

The configuration and nmai ntenance protocol MJST provide a strong

aut hentication and control protocol data protection nechanism This
option MJST be inplenented, but it should be depl oyed according to
the specific PSN environnent requirenments. Furthernore,

aut hentication using a signature for each individual M- PWsetup
message MJST be available, in addition to an overall control protoco
session authentication and nessage validation

Since S-PEs in different provider networks SHOULD reside at each end
of a physically secure Iink, or be interconnected by a linmited nunmber
of trusted PSN tunnels, each S-PE will have a trust relationship with
only a limted nunber of S-PEs in other ASs. Thus, it is expected
that current security nmechani sns based on nmanual key nanagenent wil |l
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be sufficient. |f deploynent situations arise that require large
scal e connection to S-PEs in other ASs, then a mechani sm based on RFC
4107 [ RFC4107] MJUST be devel oped.

Peer authentication protects against |IP address spoofing but does not
prevent one peer (S-PE or T-PE) from connecting to the wong
attachnent circuit. Under a single adninistrative authority, this
may be the result of a nisconfiguration. Wen the Ms-PWcrosses
mul ti ple provider domains, this may be the result of a nalicious act
by a service provider or a security hole in that provider network.
Static manual configuration of M5-PW at S-PEs and T-PEs provides a
greater degree of security. |If an identification of both ends of an
Ms-PWis configured and carried in the signaling nmessage, an S-PE can
verify the signaling nessage agai nst the configuration. To support
dynani ¢ signaling of Ms-PWs, whereby only endpoints are provisioned
and S-PEs are dynamically discovered, nechani snms SHOULD be provi ded
to configure such information on a server and to use that information
during a connection attenpt for validation.

An incoming M5-PWrequest/reply MUST NOT be accepted unless its IP
source address is known to be the source of an "eligible" peer. An
eligible peer is an S-PE or a T-PE with which the originating S-PE or
T-PE has a trust relationship. The nunber of such trusted T-PEs or
S-PEs is bounded and not anticipated to create a scaling issue for
the control plane authentication nechani sns.

If a peering adjacency has to be established prior to exchanging
setup requests/responses, peering MIST only be done with eligible
peers. The set of eligible peers could be pre-configured (either as
alist of IP addresses, or as a list of address/mask conbi nations) or
autonmatically generated fromthe | ocal PWconfiguration infornmation.

Furthernmore, the restriction of peering sessions to specific

i nterfaces MJUST al so be provided. The S-PE and T-PE MJST drop the
unaccepted signaling nmessages in the data path to avoid a

Deni al - of - Servi ce (DoS) attack on the control plane.

Even if a connection request appears to cone froman eligible peer,
its source address nmay have been spoofed. Thus, neans of preventing
source address spoofing rmust be in place. For exanple, if eligible
peers are in the same network, source address filtering at the border
routers of that network could elimnate the possibility of source
addr ess spoofi ng.
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7.

9.

9.

S-PEs that connect one provider donmain to another provider donain
MJUST have the capability to rate-limt signaling traffic in order to
prevent DoS attacks on the control plane. Furthernore, detection and
di sposition of malformed packets and defense agai nst various forns of
attacks that can be protocol -specific MIST be provided.

2. Intra-Provider Ms-PW

Security requirenments for pseudowi res are provided in [ RFC3916].
These requirements al so apply to M5-PW.

M5- PW are intended to enabl e nmany nore PEs to provi de PWE3 services
in a given service provider network than traditional SS-PWs,
particularly in access and netro environnents where the PE nay be
situated closer to the ultimte endpoint of the service. In order to
limt the inpact of a conprom se of one T-PE in a service provider
network, the data path security requirenments for inter-provider

M5- PWs al so apply to intra-provider Ms-PW in such cases.

Acknowl edgrent s

The editors gratefully acknow edge the follow ng contributors:

Dimtri Papadimtriou (Al catel-Lucent), Peter Busschbach

(Al catel -Lucent), Sasha Vainshtein (Axerra), Richard Spencer (British
Tel econ), Sinon Delord (France Tel econ), Deborah Brungard (AT&T),
David McDysan (Verizon), Rahul Aggarwal (Juniper), Du Ke (ZTE),

Cagat ay Buyukkoc (ZTE), and Stewart Bryant (C sco).

Ref er ences
1. Nornmtive References

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119, March 1997.

[ RFC3916] Xiao, X., Ed., MPherson, D., Ed., and P. Pate, Ed.,
"Requi renents for Pseudo-Wre Enul ati on Edge-to- Edge
(PWE3)", RFC 3916, Septenber 2004.

[ RFC3985] Bryant, S., Ed., and P. Pate, Ed., "Pseudo Wre Emul ation
Edge-t o- Edge (PWE3) Architecture", RFC 3985, March 2005.

9.2. Infornmative References

[i610] Reconmendation |.610 "B-1SDN operati on and mai nt enance
principles and functions", February 1999.

Bitar, et al. I nf or mat i onal [ Page 25]



RFC 5254 Requirements for Milti-Segnent PWE3 Cct ober 2008

[ RFC5085] Nadeau, T., Ed., and C. Pignataro, Ed., "Pseudow re
Virtual Grcuit Connectivity Verification (VCCV): A
Control Channel for Pseudow res", RFC 5085, Decenber 2007.

[ RFC4447] Martini, L., Ed., Rosen, E., El-Aawar, N., Smith, T., and
G Heron, "Pseudowi re Setup and Mai ntenance Using the
Label Distribution Protocol (LDP)", RFC 4447, April 2006.

[ RFC4111] Fang, L., Ed., "Security Franmework for Provider-
Provi sioned Virtual Private Networks (PPVPNs)", RFC 4111,
July 2005.

[ PME3- OAM Nadeau, T., Ed., Mrrow, M, Ed., Busschbach, P., Ed.,
Alissaoui, M,Ed., D. Allen, Ed., "Pseudo Wre (PW OAM
Message Mapping", Work in Progress, March 2005.

[ RFC2914] Floyd, S., "Congestion Control Principles", BCP 41, RFC
2914, Septenber 2000.

[ RFC4364] Rosen, E. and Y. Rekhter, "BGP/MPLS IP Virtual Private
Net wor ks (VPNs)", RFC 4364, February 2006.

[ RFC4107] Bellovin, S. and R Housley, "Cuidelines for Cryptographic
Key Managenent"”, BCP 107, RFC 4107, June 2005.

Aut hors’ Addr esses

Nabi | Bitar

Veri zon

117 West Street

Wal t ham NMA 02145

EMail: nabil.n.bitar@erizon.com

Mat t hew Bocci

Al catel - Lucent Tel ecom Ltd,

Voyager Pl ace

Shoppenhanger s Road

Mai denhead

Ber ks, UK

EMai | : matthew bocci @l catel -1 ucent. co. uk

Luca Martini

Ci sco Systems, Inc.

9155 East Nichols Avenue, Suite 400
Engl ewood, CO, 80112

EMBil: Imartini @i sco.com

Bitar, et al. I nf or mat i onal [ Page 26]



RFC 5254 Requirements for Milti-Segnent PWE3 Cct ober 2008

Ful I Copyright Statenent
Copyright (C The | ETF Trust (2008).

This docunment is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGAN ZATI ON HE/ SHE REPRESENTS
OR |'S SPONSCORED BY (I F ANY), THE | NTERNET SCCI ETY, THE | ETF TRUST AND
THE | NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS
OR | MPLI ED, | NCLUDI NG BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF
THE | NFORVATI ON HEREI'N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intellectual Property Rights or other rights that nmight be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Please address the information to the |ETF at
ietf-ipr@etf.org.

Bitar, et al. I nf or mat i onal [ Page 27]



