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Abst r act

Thi s docunent addresses the issues of the discovery of URN (Uniform
Resource Nanme) resolver services that in turn will directly translate
URNs into URLs (Uniform Resource Locators) and URCs (Uniform Resource
Characteristics). The docunent falls into three major parts, the
assunptions underlying the work, the guidelines in order to be a

vi abl e Resol ver Di scovery Service or RDS, and a franmework for
designing RDSs. The guidelines fall into three principle areas:

evol vability, usability, and security and privacy. An RDS that is
compliant with the franework will not necessarily be conpliant with
the guidelines. Conpliance with the guidelines will need to be
val i dat ed separately.
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1

I ntroduction

The purpose of this docunent is to lay out the engineering criteria
for what we will call here a Resolver Discovery Service (RDS), a
service to help in the | earning about URN (Uniform Resource Nane)
resolvers. The term"resolver" is used in this document to indicate
a service that translates URNs to URLs (Uni form Resource Locators) or
URCs (Uniform Resource Characteristics). Sone resolvers may provide
direct access to resources as well. An RDS helps in finding a

resol ver to contact for further resolution. It is worth noting that
some RDS designs may al so i ncorporate resolver functionality. This
function of URN resolution is a conponent of the realization of an

information infrastructure. |In the case of this work, that
infrastructure is to be available, "in the Internet" or globally, and
hence the solutions to the problens we are addressi ng nust be
globally scalable. 1In this docunent, we are focussing specifically

on the design of RDS schenes.

The Uniform Resource Identifier Wrking Goup defined a naning
architecture, as denonstrated in a series of three RFCs 1736 [1],
1737 [2], and 1738 [3]. Al though several further docunments are
needed to conplete the description of that architecture, it

i ncorporates three core functions often associated with "nam ng"
identification, |ocation, and menonics or semantics. By location
we nean fully-qualified Domai n Nanes or | P addresses, possibly
extended with TCP ports and/or local identifiers, such as pathnanes.
Names may provide the ability to distinguish one resource from

anot her, by distinguishing their "nanmes". Names may help to provide
access to a resource by including "location" information. 1In
addi ti on, nanes may have other semantic or nmenonic infornmation that
ei ther hel ps human users renenber or figure out the nanes, or

i ncl udes ot her semantic information about the resource bei ng naned.
The URI wor ki ng group concluded that there was need for persistent,
globally unique identifiers, distinct fromlocation or other semantic
information; these were called URNs. These "nanmes" provide identity,
inthat if two of themare "the same" (under sone sinple rule of
canoni calization), they identify the sane resource. Furthernore, the
group deci ded that these "nanes" were generally to be for machine,
rather than human, consunption. Finally, with these guidelines for
RDS' s, this group has recogni zed the value of the separation of name
assi gnnent managenent from name resol uti on nanagemnent.

In contrast to URNs, one can inmgine a variety human-friendly nani ng
(HFN) schenes supporting different suites of applications and user
conmunities. These will need to provide mappings to URNs in tighter
or |l ooser couplings, depending on the nanespace. It is these HFNs
that will be menonic, content-full, and perhaps nutable, to track
changes in use and semantics. They may provide nicknaning and ot her
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aliasing, relative or short nanes, context sensitive nanes,
descriptive nanes, etc. Their definition is not part of this effort,
but will clearly play an inportant role in the long run

URNs as described in RFC 1737 are defined globally; they are
ubiquitous in that a URN anywhere in any context identifies the sane
resource. Gven this requirenment on URNs, one nust ask about its
inmplication for an RDS. Does ubiquity inply a guarantee of RDS
resol uti on everywhere? Does ubiquity inply resolution to the same

i nformati on about resolution everywhere? 1In both cases the answer is
probably not. One cannot make gl obal, systenic guarantees, except at
an expense beyond reason. In addition there may be policy as well as
techni cal reasons for not resolving in the sane way everywhere. |t
is quite possible that the resolution of a URN to an instance of a
resource may reach different instances or copies under different
conditions. Thus, although a URN anywhere refers to the sane
resource, in sone environnents under sonme conditions, and at
different tines, due to either the vagaries of network conditions or
policy controls a URN may sonetines be resol vabl e and other tines or
pl aces not. Ubi quitous resolution cannot be assuned sinply because
nam ng is ubiquitous. On the other hand wi de depl oynent and usage
will be an inportant feature of any RDS design

Wthin the URI community there has been a concept used frequently
that for lack of a better termwe will call a _hint_. A hint is
sonmet hing that helps in the resolution of a URN;, in theory we map
URNs to hints as an interimstage in accessing a resource. In
practice, an RDS may map a URN directly into the resource itself if
it chooses to. It is very likely that there will be hints that are
applicable to large sets of URNs, for exanple, a hint that indicates
that all URNs with a certain prefix or suffix can be resolved by a
particular resolver. A hint may al so have neta-information
associated with it, such as an expiration tinme or certification of
authenticity. W expect that these will stay with a hint rather than
bei ng managed el sewhere. We will assune in all further discussion of
hints that they include any necessary neta-information as well as the
hint information itself. Exanples of hints are: 1) the URN of a
resol ver service that may further resolve the URN, 2) the address of
such a service, 3) a location at which the resource was previously
found. The defining feature of hints is that they are only hints;
they may be out of date, tenporarily invalid, or only applicable
within a specific locality. They do not provide a guarantee of
access, but they probably will help in the resolution process. By
what ever neans avail able, a set of hints nmay be di scovered. Sone
conbi nati on of software and human choice will deternine which hints
will be tried and in what order.
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We nust assune that nost resolutions of URNs will be provided by the
use of locally stored hints, because naintaining a database of
globally available, conpletely up-to-date location information is

i nfeasi bl e for performance reasons. There are a nunber of

ci rcunst ances in which one can imgine that hints becone invalid,

ei ther because a resource has noved or because a different URN

resol ver service has taken over the responsibility for resolution of
the URN. Hints may be found in a variety of places. It is generally
assuned that a well engineered systemw |l naintain or cache a set of
hints for each URN at each location where that URN is found. These
may have been acquired fromthe owner of the resources, a

recommendati on of the resource, or one of many other sources. In
addition, for those situations in which those hints found locally
fail, a well engineered systemw || provide a fall-back nmechani sm for
di scovering further hints. It is this fall-back nmechanism an RDS

that is being addressed in this docunment. As with all hints, there
can never be a guarantee that access to a resource will be available
to all clients, even if the resource is accessible to sonme. However,
an RDS is expected to work with reasonably high reliability, and,
hence, may result in increased response tine.

The remai nder of this docunent falls into three sections. The first
identifies several sets of assunptions underlying this work. There
are three general assunptions:

URNs are persistent;
URN assi gnment can be del egat ed;

* Deci sions can be nade independently, enabling isolation from
deci si ons of one’s peers.

The next section |lays out three central principles Resolver Discovery
Service design. For each of these, we have identified a nunber of
nore specific guidelines that further define and refine the genera
principle. This section is probably the nost critical of the
docunent, because one nust hold any proposed RDS schenme up agai nst
these principles and corollary guidelines to | earn whether or not it
is adequate. The three central principles can be sunmarized as:

1) An RDS nust allow for evolution and evolvability;

2) Usability of an RDS with regard to each of the sets of
constituents involved in the identification and |ocation or
resources is paranount;

3) It is centrally inportant that the security and privacy needs
of all constituents be feasibly supported, to the degree
possi bl e.

Each of the three major subsections of the guidelines section begins
with a sunmmary list of the nore detailed guidelines identified in
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t hat section.

The final section of the docunent |ays out a framework for such RDSs.
The purpose of this last section is to bound the search space for RDS
schenes. The RDS designer should be aware that neeting the
guidelines is of primary inportance; it is possible to neet them

wi thout confornming to the franework. As will be discussed further in
this last section, designing within the framework does not guarantee
conpliance, so conpliance eval uation nmust also be part of the process
of eval uation of a schene.

2. Assunptions

Based on previous internet drafts and discussion in both the URN BOFs
and on the URN W mailing list, three najor areas of assunptions are
apparent: |longevity, del egation, and i ndependence. Each will be

di scussed separately.

The URN requirenents [2] state that a URNis to be a "persistent
identifier". It is probably the case that nothing will last forever
but in the time frane of resources, users of those resources, and the
systems to support the resources, the identifier should be considered
to be persistent or have a longer lifetinme than those other entities.
There are two assunptions that are inplied by |Iongevity of URNs:
mobility and evolution. Mbility will occur because resources nay
nmove from one machi ne to another, owners of resources nay nove anong
organi zations, or the organi zations thensel ves may nerge, partition
or otherw se transforns thenselves. The Internet is continually

evol ving; protocols are being revised, new ones created, while

security policies and nechani sns evolve as well. These are only
exanples. |In general, we nust assune that al nost any piece of the
supporting infrastructure of URN resolution will evolve. In order to

deal with both the nobility and evol uti on assunptions that derive
fromthe assunption of longevity, we nust assume that users and their
applications can remain i ndependent of these nutating details of the
supporting infrastructure.

The second assunption is that nam ng and resolution authorities nmay
del egate sonme of their authority or responsibility; in both cases,

t he del egation of such authority is the only known net hod of all ow ng
for the kind of scaling expected. It is inportant to note that a
significant feature of this work is the potential to separate nane
assignnent, the job of labelling a resource with a URN, from nane
resol ution, the job of discovering the resource given the URN. In
both cases, we expect multi-tiered del egation. There nmay be RDS
schenes that nmerge these two sets of responsibilities and del egation
rel ati onshi ps; by doing so, they bind together or overload two
distinctly different activities, thus probably inpeding growth.
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The third assunption is independence or isolation of one authority
fromanother and, at least to sone extent, fromits parent. Wen one
authority del egates sone of its rights and responsibilities to

anot her authority, the del egatee can operate in that domain

i ndependently of its peers and w thin bounds specified by the

del egati on, independently of the delegator. This isolation is
critically inportant in order to allow for independence of policy and
nmechani sm

This third assunption has several corollaries. First, we assune that
the publisher of a resource can choose resol ver services,

i ndependently of choices nade by others. At any given tine, the
owner of a nanespace nmay choose a particular URN resol ver service for
t hat del egat ed nanmespace. Such a URN resol ver service may be outside
the RDS service nodel, and only identified or |ocated by the RDS
service. Second, it nust be possible to make a choice anbng RDS
services. The existence of nultiple RDS services nmay arise fromthe
evol ution of an RDS service, or devel opnent of new ones. Although at
any given tine there is likely to be only one or a snmall set of such
services, the nunmber is likely to increase during a transition period
fromone architecture to another. Thus, it nust be assuned that
clients can nake a choice anong a probably very small set of RDSs.
Third, there nust be independence in the choice about |evels and
nodel s of security and authenticity required. This choice may be
made by the owner of a naming subspace, in controlling who can nodify
hints in that subspace. A nanming authority nmay del egate this choice
to the owners of the resources naned by the nanmes it has assigned
There may be limtations on this freedomof choice in order to allow
other participants to have the |l evel of security and authenticity
they require, for exanple, in order to maintain the integrity of the
RDS i nfrastructure as a whole. Fourth, there is an assunption of

i ndependence of choice of the rule of canonicalization of URNs within
a nanespace, limted by any restrictions or constraints that nay have
been set by its parent nanespace. This is a choice held by naning
authorities over their own subnanespaces. Rules for canonicalization
wi Il be discussed further in the franework section bel ow Thus

there are assunptions of independence and isolation to allow for

del egat ed, independent authority in a variety of donains.

Sol l'ins I nf or mat i onal [ Page 6]



RFC 2276 Uni f orm Resource Name Resol ution January 1998

The nodul arity assunptions of del egation and isolation inply

i ndependence of decision and inplenmentation, leading to a
decentralization that provides a certain degree of safety from deni al
of service. Based on these these assunptions in conjunction with
that of longevity and those for URLs and URNs as detailed in RFCs
1736 and 1737, we can now turn to the guidelines for an RDS

3. Quidelines

The guidelines applying to an RDS center around three inportant
design principles in the areas of evolvability, usability, and
security and privacy. At its core the function of an RDS is to
provide hints for accessing a resource given a URN for it. These
hints may range in applicability fromlocal to global, and from
short-lived to long-lived. They also nay vary in their degree of
verifiable authenticity. While it may be neither feasible nor
necessary that initial inplenentations support every guideline, every
i npl enent ati on nust support evolution to systens that do support the
gui delines nore fully.

It is inportant to note that there are requirenments, not applicable
specifically to an RDS that nust also be net. A whole URN system
will consist of nanes in namespaces, the resolution information for
them and the nmapping fromnanes in the nanespaces to resol ution
information (or hints). URNs thenselves nust neet the requirenents
of RFC 1737. In addition, nanespaces thensel ves nust neet certain
requi renents as described by the URN Working Group [4]. Al though all
these requirements and gui delines are not described here, they nust
be supported to provide an acceptable system

Each section bel ow begins with a sunmary of the points nade in that
section. There is sone degree of overlap anbng the areas, such as in
allowing for the evolution of security mechani snms, etc., and hence

i ssues nmay be addressed in nore than one section. It is also

i nportant to recognize that conformance with the guidelines wll
often be subjective. As with nany | ETF guidelines and requirenents,
many of these are not quantifiable and hence conformance is a
judgnent call and a natter of degree. Lastly, the reader may find
that sonme of themare those of general applicability to distributed
systens and sone are specific to URN resolution. Those of genera
applicability are included for conpl eteness and are not distinguished
as such.

3.1 Evolution

The issues in the area of the first principle, that of evolvability,
are:
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1.1) An RDS nust be able to support scaling in at |least three
di nensi ons: the nunber of resources for which URNs will be
requi red, the nunber of publishers and users of those
resources, and the conmplexity of the del egation, as
authority for resolution grows and possibly reflects
del egation in namng authority;

1.2) A hint resolution environnent nmust support evol ution of
nmechani sns, specifically for:

* a growi ng set of URN schenes

* new ki nds | ocal URN resol ver services;

* new aut henticati on schenes;

* alternative RDS schenes active sinultaneously;

1.3) An RDS nust allow the devel opnent and depl oynent of
admi ni strative control nmechani snms to manage hunman behavi or
with respect to linited resources.

One of the lessons of the Internet that we nust incorporate into the
devel opnent of nechanisns for resolving URNs is that we nust be
prepared for change. Such changes may happen slowly enough to be
consi dered evol utionary nodifications of existing services, or
dramatically enough to be considered revolutionary. They may
permeate the Internet universe bit by bit, living side by side with
earlier services or they may take the Internet by storm causing an
apparent conplete transformation over a short period of tinme. There
are several directions in which we can predict the need for
evolution. At the very least, the comunity and the mechani sms
proposed shoul d be prepared for these.

First, scaling is a primary issue in conjunction with evolution. The
number of users, both human and el ectronic, as well as the nunber of
resources will continue to grow exponentially for the near term at

| east. Hence the nunber of URNs will also increase similarly. In
addition, with growth in sheer nunbers is likely to cone growh in

t he del egation of both nami ng authority and resolution authority.
These facts mean that an RDS design nust be prepared to handl e

i ncreasi ng nunbers of requests for inclusion, update and resol ution
in a set of RDS servers perhaps inter-related in nore conplex ways
This is not to say that there will necessarily be nore updates or
resol utions per URN, we cannot predict that at this tine. But, even
so, the infrastructure may beconme nore conpl ex due to del egation

whi ch may (as can be seen in Section 4 on the framework) lead to nore
conplex rules for rewiting or extracting terns for staged
resolution. Any design is likely to performless well above sone set
of limts, soit is worth considering the growh linitations of each
design alternative
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Second, we expect there to be additions and changes to the

mechani sms. The comunity al ready understands that there nust be a
capacity for new URN schenmes, as described in [4]. A URN schene will
define a set of URNs that neet the URN requirenments [2], but nay have
further constraints on the internal structure of the URN. The
intention is that URN schenes can be free to specify parts of the URN

that are left opaque in the larger picture. |In fact, a URN schene
may choose to make public or keep private the algorithns for any such
"opaque" part of the URN. In any case, we nust be prepared for a

growi ng nunber of URN schenes.

Often in conjunction with a new URN schene, but possibly

i ndependently of any particular URN schene, new kinds of resolver
services may evolve. For exanple, one can inagine a specialized
resol ver service based on the particular structure of |SBNs that

i nproves the efficiency of finding docunents given their | SBNs.
Alternatively, one can al so i magi ne a general purpose resol ver
service that trades perfornmance for generality; although it exhibits
only average performance resolving I SBNs, it makes up for this
weakness by understanding all existing URN schenes, so that its
clients can use the sane service to resolve URNs regardl ess of naming
schene. In this context, there will always be room for inprovenent
of services, through inproved performance, better adaptability to new
URN schenes, or |lower cost, for exanple. New nodels for URN
resolution will evolve and we nust be prepared to allow for their
participation in the overall resolution of URNs.

If we begin with one overall plan for URN resolution, into which the
enhancenents descri bed above may fit, we nust al so be prepared for an
evolution in the authentication schenes that will be considered

ei ther useful or necessary in the future. There is no single

gl obal | y accepted authentication schenme, and there nay never be one.
Even if one does exist at some point in tine, we nust always be
prepared to nove on to newer and better schenes, as the old ones
becone too easily spoofed or guessed.

In terms of mechani sm although we nmay devel op and deploy a single
RDS schene initially, we nust be prepared for that top | evel nodel to
evolve. Thus, if the RDS nodel supports an apparently centralized
(froma policy standpoint) schene for inserting and nodifying

aut horitative information, over tinme we nust be prepared to evolve to
a different nodel, perhaps one that has a nore distributed nodel of
authority and authenticity. |f the nodel has no core but rather a
cascaded partial discovery of information, we nay find that this
beconmes unmanageable with an increase in scaling. Watever the
nmodel , we nust be prepared for it to evolve with changes in scaling,
performance, and policy constraints such as security and cost.
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The third evol utionary issue is even nore nechanical than the others.
At any point in time, the community is likely to be supporting a
conprom se position with respect to resolution. W wll probably be
operating in a situation bal anced between feasibility and the i deal
perhaps with policy controls used to help stabilize use of the
service. ldeally, the service would be providing exactly what the
custoners wanted and they in turn would not request nore support than
they need, but it seens extrenely unlikely. Since we wll alnost
always be in a situation in which some service provision resources
will be in short supply, some formof policy controls will generally
be necessary. Sone policy controls may be realized as mechani snms
within the servers or in the details of protocols, while others nay
only be realized externally to the system For exanple, suppose hint
entries are being subnmitted in such volune that the hint servers are
using up their excess capacity and need nore di sk space. Two
suggestions for policy control are pricing and admi nistrative. As

t echnol ogy changes and the bal ance of which resources are in short
supply changes, the nmechani sns and policies for controlling their use
nust evolve as well.

3.2 Usability

To summari ze, the usability guidelines fall into three areas based on
participation in hint managenent and di scovery:

2.1) The publisher

2.1.1) URN to hint resolution nust be correct and efficient
with very high probability;

2.1.2) Publishers nmust be able to select and nove anong URN
resol ver services to locate their resources

2.1.3) Publishers nust be able to arrange for nultiple access
points for their location infornmation;

2.1.4) Publishers should be able to provide hints with
varying lifetines;

2.1.5) It must be relatively easy for publishers to specify
to the nmanagenent and observe their hint infornmation as
well as any security constraints they need for their
hints.

2.2) The client

2.2.1) The interface to the RDS nust be sinple, effective,
and efficient;

2.2.2) The client and client applications nmust be able to
understand the information stored in and provided by
the RDS easily, in order to be able to make inforned
choi ces.

2.3) The managenent

2.3.1) The managenent of hints nmust be as unobtrusive as

possi bl e, avoi ding using too nmany network resources;
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2.3.2) The managenent of hints nust allow for admnistrative
controls that encourage certain sorts of behavior
deermed necessary to neet other requirenents;

2.3.3) The configuration and verification of configuration of
i ndi vi dual RDS servers nust be sinple enough not to
di scourage configuration and verification

Usability can be evaluated fromthree distinct perspectives: those of
a publisher wishing to make a piece of information public, those of a
client requesting URN resolution, and those of the provider or
manager of resolution information. W wll separately address the
usability issues fromeach of these three perspectives. It is

i mportant to recognize that these may be sitautions in which
interests of sone of the participants (for exanpel a use and a
publisher) may be in conflict; sone resolution will be needed.

It is worth noting that there are two additional sorts of
participants in the whole nam ng process, as discussed in the URN WG
They are the nanming authorities which choose and assi gn nanes, and
the authors who include URNs in their resources. These two are not
rel evant to the design of an RDS and hence are not discussed further
her e.

3.2.1 The Publisher

The publisher nust be able to nake URNs known to potential custoners.
Fromthe perspective of a publisher, it is of primary inportance that
URNs be correctly and efficiently resolvable by potential clients
with very high probability. Publishers stand to gain fromlong-1lived
URNs, since they increase the chance that references continue to
point to their published resources.

The publisher nust also be able to choose easily anong a variety of
potential services that might translate URNs to | ocation information
In order to allow for this nmobility anong resol vers, the RDS
architecture nust support such transitions, within policy contro
bounds. It is worth noting that although nmultiple listing services
are available in tel ephone books, they are generally acconpani ed by a
fee. There is nothing preventing there being fees collected for
simlar sorts of services with respect to URNs.

The publisher nust be able to arrange for nultiple access points to a
publ i shed resource. For this to be useful, resolver services should
be prepared to provide different resolution or hint information to
different clients, based on a variety of information including

| ocation and the various access privileges the client m ght have. It
is inportant to note that this may have serious inplications for
caching this information. For exanple, conpanies mght arrange for
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locally replicated copies of popular resources, and would like to
provi de access to the local copies only for their own enpl oyees.
This is distinct fromaccess control on the resource as a whole, and
may be applied differently to different copies.

The publisher should be able to provide both |ong and short term

| ocation informati on about accessing the resource. Long term
information is likely to be such information as the I ong term address
of a resource itself or the location or identity of a resolver
service with which the publisher has a long termrel ationship. One
can imagi ne that the arrangenment with such a long term
"authoritative" resolver service night be a guarantee of reliability,
resiliency to failure, and atom c updates. Shorter terminfornation
is useful for short termchanges in services or to avoid short |ived
congestion or failure problenms. For exanple, if the actua

repository of the resource is tenporarily inaccessible, the resource
m ght be made avail abl e from another repository. This short term

i nformati on can be viewed as tenporary refinenents of the |Ionger term
i nformati on, and as such should be nore easily and quickly nade
avai l abl e, but may be less reliable. Sone RDS designs may not

di stingui sh between these two extrenes

Lastly, the publishers will be the source of much hint information
that will be stored and served by the manager of the infrastructure.
Despite the fact that nmany publishers will not understand the details
of the RDS nechanism it nust be easy and straightforward for themto
install hint information. This nmeans that in general any one who

wi shes to publish and to whomthe privilege of resolution has been
ext ended through del egation, can do so. The publisher nust be able
not only to express hints, but also to verify that what is being
served by the manager is correct. Furthernore, to the extent that
there are security constraints on hint information, the publisher
nmust be able to both express themand verify conpliance with them
easily.

3.2.2 The dient

From the perspective of the client, sinplicity and usability are
paranmount. O critical inmportance to serving clients effectively is
that there be an efficient protocol through which the client can
acquire hint information. Since resolving the name is only the first
step on the way to getting access to a resource, the anount of tinme
spent on it nust be ninimzed.

Furthernmore, it will be inportant to be able to build sinple
standard interfaces to the RDS so that both the client and
applications on the client’s behalf can interpret hints and
subsequently nake i nformed choices. The client, perhaps with the
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assi stance of the application, nust be able to specify preferences
and priorities and then apply them |If the ordering of hints is only
partial, the client nay becone directly

involved in the choice and interpretation of them and hence they nust
be understandable to that client. On the other hand, in general it
shoul d be possible to configure default preferences, with individua
preferences viewed as overriding any defaults.

Fromthe client’s perspective, although URNs will provide inportant
functionality, the client is nost likely to interact directly only
with human friendly nanes (HFNs). As in direct human interaction
(not conputer nediated), the sharing of names will be on a snall,
private, or domain specific scale. HFNs will be the sorts of

ref erences and nanes that are easy to renenber, type, choose anong,

assign, etc. There will also need to be a number of nechanisns for
mappi ng HFNs to URNs. Such services as "yel |l ow pages” or "search
tools" fall into this category. Although we are nentioning HFNs

here, it is inportant to recognize that HFNs and t he mappi ngs from
HFNs to URNs is and nust remain a separate functionality froman RDS
Hence, although HFNs will be critical to clients, they do not fal
into the domain of this docunent.

3. 2.3 The Managenent

Finally, we nmust address the usability concerns with respect to the
managenment of the hint infrastructure itself. \What we are terming
"managenent” is a service that is distinct frompublishing; it is the
core of an RDS. It involves the storage and provision of hints to
the clients, so that they can find published resources. It also
provides security with respect to nane resolution to the extent that
there is a conmitnent for provision of such security; this is
addressed in Section 3.3 bel ow

The managenent of hints nust be as unobtrusive as possible. First,
its infrastructure (hint storage servers and distribution protocols)
nmust have as little inpact as possible on other network activities.
It nust be renenbered that this is an auxiliary activity and nust
remain in the background.

Second, in order to make hint nanagenent feasible, there may need to
be a systemfor adnministrative incentives and disincentives such as
pricing or legal restrictions. Recovering the cost of running the
systemis only one reason for |evying charges. The introduction of
paynments often has an inpact on social behavior. It rmay be necessary
to di scourage certain fornms of behavior that when out of control have
serious negative inmpact on the whole community. At the sane tine,
any admi nistrative policies should encourage behavi or that benefits
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the conmunity as a whole. Thus, for exanple, a snmall one-tinme charge
for authoritatively storing a hint night encourage conservative use
of hints. If we assune that there is a fixed cost for managing a
hint, then the broader its applicability across the URN space, the
nmore cost effective it is. That is, when one hint can serve for a
whol e collection of URNs, there will be an incentive to subnit one
general hint over a large nunber of nore specific hints. Sinmlar
policies can be instituted to discourage the frequent changing of
hints. In these ways and ot hers, behavior benefitting the comunity
as a whol e can be encouraged.

Lastly, symmetric to issues of usability for publishers, it nust also
be sinple for the nanagenent to configure the mapping of URNs to
hints. It nust be easy both to understand the configuration and to
verify that configuration is correct. Wth respect to managenent,
this issue nmay have an inpact not only on the information itself but
also on howit is partitioned anong network servers that

col l aboratively provide the managenent service or RDS. For exanple,
it should be straightforward to bring up a server and verify that the
data it is managing is correct. Although this is not a guideline, it
is worth nothing that since we are discussing a global and probably
growi ng service, encouraging volunteer participants suggests that, as
with the DNS, such volunteers can feel confident about the service
they are providing and its benefit to both thensel ves and the rest of
the community.

3.3 Security and Privacy

In summary, security and privacy guidelines can be identified as sone
degree of protection fromthreats. The guidelines that fall under
this third principle, that of security, are all stated in terns of
possibilities or options for users of the service to require and
utilize. Hence they address the availability of functionality, but
not for the use of it. W recognize that all security is a matter of
degree and conpronise. These may not satisfy all potenti al

custoners, and there is no intention here to prevent the building of
nore secure servers with nore secure protocols to suit their needs
These are intended to satisfy the needs of the general public.

3.1) It nmust be possible to create authoritative versions of a
hint with access-to-nodification privileges controlled;

3.2) It nust be possible to determne the identity of servers or
avoi d contact with unauthenticated servers;

3.3) It nmust be possible to reduce the threat of denial of
service by broad distribution of information across servers;

3.4) It nmust be possible within the bounds of organizationa
policy criteria to provide at |east some degree of privacy
for traffic;
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3.5) It nust be possible for publishers to keep private certain
i nformati on such as an overall picture of the resources they
are publishing and the identity of their clients;

3.6) It nmust be possible for publishers to be able to restrict
access to the resolution of the URNs for the resources they
publish, if they wi sh

When one di scusses security, one of the prinmary issues is an
enuneration of the threats being considered for mtigation. The
tradeoffs often include cost in nbney and conputational and
communi cati ons resources, ease of use, likelihood of use, and

ef fecti veness of the nechani snms proposed. Wth this in mnd, let us
consider a set of threats.

Voydock and Kent [5] provide a useful catalog of potential threats.

O these the passive threats to privacy or confidentiality and the
active threats to authenticity and integrity are probably the nost

i mportant to consider here. To the extent that spurious association
causes threats to the privacy, authenticity, or integrity with
respect to information within servers managing data, it is also

i mportant. Denial of service is probably the nost difficult of these
areas of threats both to detect and to prevent, and we will therefore
set it aside for the present as well, although it will be seen that
solutions to other problens will also nitigate sonme of the problens
of denial of service. Furthernore, because this is intended to be
provide a global service to nmeet the needs of a variety of
communities, the engineering tradeoffs will be different for
different clients. Hence the guidelines are stated in terns of, "It
must be possible..."” It is inmportant to note that the information of
concern here is hint information, which by nature is not guaranteed
to be correct or up-to-date; therefore, it is unlikely to be worth
putting too nuch expense into the correctness of hints, because there
is no guarantee that they are still correct anyway. The exact choice
of degree of privacy, authenticity, and integrity nmust be determ ned
by the needs of the client and the availability of services fromthe
server.

To avoid confusion it is valuable to highlight the nmeanings of termns
that have different meanings in other contexts. In this case, the
term"authoritative" as it is used here connotes the taking of an
action or stanp of approval by a principal (again in the security

sense) that has the right to performsuch an act of approval. It has
no inplication of correctness of information, but only perhaps an
implication of who clained it to be correct. |In contrast, the term

is often also used sinply to refer to a primary copy of a piece of
i nformati on for which there nay al so be secondary or cached copies
available. 1In this discussion of security we use the former neaning,
although it nay also be inportant to be able to | earn about whether a
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piece of information is froma primary source or not and request that
it be primary. This second neaning arises el sewhere in the docunent
and is so noted there.

It is also inportant to distinguish various possible nmeanings for
"access control". There are two areas in which distinctions can be
made. First, there is the question of the kind of access contro

that is being addressed, for exanple, in terms of hints whether it is
read access, read and nodify access, or read with verification for
authenticity. Second, there is the question of to what access is
being controlled. |In the context of namng it mght be the nanes

t hensel ves (not the case for URNs), the nmapping of URNs to hints (the
busi ness of an RDS), the mapping of URNs to addresses (not the

busi ness of an RDS as will be discussed belowin terns of privacy),
or the resource itself (unrelated to naming or nane resolution at
all). W attenpt to be clear about what is meant when using "access
control ".

There is one further issue to address at this point, the distinction
bet ween mechani sm and policy. 1In general, a policy is realized by
means of a set of nechanisns. 1In the case of an RDS there may be
policies internal to the RDS that it needs to have supported in order
to do its business as it sees fit. Since, in general it is in the
busi ness of storing and distributing information, nost of its
security policies may have to do with naintaining its own integrity,
and are rather linmted. Beyond that, to the degree possible, it
shoul d i npose no policy on its customers, the publishers and users.
It is they that may have policies that they would Iike supported by
the RDS. To that end, an RDS shoul d provide a spectrum of "tools" or
mechani sns that the custoners can cause to be deployed on their
behal f to realize policies. An RDS nay not provide all that is
needed by a custoner. A custoner may have different requirenments
within his or her administrative bounds than outside. Thus, "it nust
be possible..." captures the idea that the RDS nust generally
provide the tools to inplenment policies as needed by the custoners.

The first approach to URN resolution is to discover local hints. In
order for hints to be discovered locally, they will need to be as

wi dely distributed as possible to what is considered to be |ocal for
every |l ocale. The drawback of such wide distribution is the w de

di stribution of updates, causing network traffic problens or del ays
in delivering updates. An alternative nodel would concentrate hint
information in servers, thus requiring that update information only
be distributed to these servers. In such a nodel the vul nerable
points are the sources of the information and the distribution
networ k among them Attackers on the integrity of the information
stored in a server may cone in the form of masqueradi ng as the owner
or the server of the information. Wde replication of information
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anong servers increases the difficult of masquerading at all the

| ocations of the information as well as reducing the threat of denia
service. These lead us to three identifiable guidelines for our
security nodel

* ACCESS CONTROL ON HINTS: It nust be possible to create an
authoritative version of each hint with change control linited only
to those principals with the right to nodify it. The choice of who
those principals are or whether they are unlinited nust be nade by
t he publisher of a hint.

* SERVER AUTHENTI CI TY: Servers and clients nust be able to learn the
identity of the servers with which they communicate. This will be
a matter of degree and it is possible that there will be nore
trustworthy, but |ess accessible servers, supported by a |arger
cluster of less authenticatable servers that are nore widely
available. 1In the worst case, if the client receives what appears
to be unvalidated information, the client should assune that the
hint nmay be inaccurate and confirmation of the data might be sought
fromnore reliable but |ess accessible sources.

* SERVER DI STRI BUTI ON: Broad availability will provide resistance to
deni al of service. It is only to the extent that the services are
avai l abl e that they provide any degree of trustworthiness. In
addition, the distribution of services will reduce vulnerability of
t he whol e comunity, by reducing the trust put in any single
server. This nust be mitigated by the fact that to the extent
trust is based on a linked set of servers, if any one fails, the
whol e chain of trust fails; the nore elements there are in such a
chain, the nore vulnerable it nay becone.

Privacy can be a doubl e-edged sword. For exanple, on one hand, an
organi zation may consider it critically inportant that its
conmpetitors not be able to read its traffic. On the other hand, it
may al so consider it inportant to be able to nonitor exactly what its
enpl oyees are transmitting to and fromwhom for a variety of reasons
such as reducing the probability that its enployees are giving or
selling the conpany’s secrets to verifying that enpl oyees are not
usi ng conpany resources for private endeavor. Thus, although there
are likely to be needs for privacy and confidentiality, what they
are, who controls them and how, and by what nechani snms vary w dely
enough that it is difficult to say anything concrete about them here.

The privacy of publishers is nuch easier to address. Since they are
trying to publish sonmething, in general privacy is probably not
desired. However, publishers do have information that they mni ght
like to keep private: information about who their clients are, and

i nformati on about what nanes exist in their nanespace. The
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i nformati on about who their clients are may be difficult to collect
dependi ng on the inplenentation of the resolution system For
exanple, if the resolution information relating to a given publisher
is widely replicated, the hits to _each_ replicated copy woul d need
to be recorded. O course, determning if a specific client is
requesting a given nanme can be approached fromthe other direction
by wat ching the client as we saw above.

There are likely to be sone publishers publishing for a restricted
audi ence. To the extent they want to restrict access to a resource,
that is the responsibility of the repository providing and

restricting access to the resource. |If they wish to keep the nane
and hints for a resource private, a public RDS nay be inadequate for
their needs. 1In general, it is intended for those who want custoners

to find their resources in an unconstrai ned fashion

The final privacy issue for publishers has to do with access contro
over URN resolution. This issue is dependent on the inplenentation
of the publisher’s authoritative (in the sense of "primary) URN
resol ver server. URN resolver servers can be designed to require
proof of identity in order to be issued resolution information; if
the client does not have permnission to access the URN requested, the
service denies that such a URN exists. An encrypted protocol can

al so be used so that both the request and the response are obscured.
Encryption is possible in this case because the identity of the fina
recipient is knowmn (i.e. the URN server). Thus, access control over
URN resol ution can and shoul d be provided by resol ver servers rather
than an RDS

4., The Framework

Wth these assunptions and guidelines in nmind, we conclude with a

general framework wi thin which RDS designs nmay fall. As stated
earlier, although this framework is put forth as a suggested gui de
for RDS designers, conpliance with it will in no way guarantee

conpliance with the guidelines. Such an evaluation nust be perforned
separately. Al such lack of conpliance should be clearly
document ed.

The design of the franmework is based on the syntax of a URN as
docunented in RFC-2141 [6]. This is:

URN: <NI D>: <NSS>
where URN: is a prefix on all URNs, NID is the nanespace identifier
and NSS is the nanespace specific string. The prefix identifies each

URN as such. The NID determ nes the general syntax for all URNs
within its nanespace. The NSS is probably partitioned into a set of
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del egat ed and subdel egat ed nanmespaces, and this is possibly reflected
in further syntax specifications. In nore conplex environnents, each
del egat ed nanespace will be pernmitted to choose the syntax of the
vari abl e part of the nanmespace that has been delegated to it. |In

si mpl er namespaces, the syntax will be restricted completely by the
parent nanmespace. For exanple, although the DNS does not neet al

the requirenents for URNs, it has a conpletely restricted syntax,
such that any further structuring nust be done only by adding further
refinements to the left, maintaining the high order to | ow order
right to left structure. A delegated syntax might be one in which a
host is naned by the DNS, but to the right of that and separated by
an "@ is a string whose internal ordering is defined by the file
system on the host, which nmay be defined high order to | ow order

left toright. O course, nmuch nore conpl ex and nested syntaxes
shoul d be possible, especially given the need to grandfather
nanespaces. In order to resolve URNs, rules will be needed for two
reasons. One is sinply to canonicalize those nanespaces that do not
fall into a straightforward (probably right to left or left to right)
ordering of the conponents of a URN, as determ ned by the del egated
nam ng authorities involved. It is also possible that rules will be
needed in order to derive fromURNs the names of RDS servers to be
used in stages.

Sol l'ins I nf or mat i onal [ Page 19]



RFC 2276 Uni f orm Resource Name Resol ution January 1998

URN: <NI D><NSS>

(return rule or URN resol ver service reference)

+->(apply rule to determ ne RDS server)

|
|
|
| R +
| | RDS server | R LT +
| toooo-oooo- + |
| | v
| | | (set of choices)
| | I R - m-- +
| (rule) | |
| | | |
| | | |
R + | |
v v
Fomme e + Fomme e +
| URN | | URN |
| resol ver | | resol ver
| service | | service
Fomm e - + Fomm e - +
Figure 1: An RDS framework
The NID defines a top level syntax. This syntax will deterni ne

whet her the NID alone or in conjunction with sone extraction fromthe
NSS (for the top level nanming authority nane) is to be used to
identify the first level server to be contacted. At each stage of
the | ookup either a new rule for generating the strings used in yet
anot her | ookup (the strings being the identity of another RDS server
and possibly a string to be resolved if it is different than the
original URN) or a reference outside the RDS to a URN resol ver
service, sidestepping any further use of the RDS schene. Figure 1
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depicts this process.

There are several points worth noting about the RDS frameworKk.

First, it |leaves open the determ nation of the protocols, data

organi zation, distribution and replication needed to support a
particul ar RDS schene. Second, it |eaves open the location of the
conput ati ons engendered by the rules. Third, it |eaves open the
possibility that partitioning (distribution) of the RDS database need
not be on the sanme boundaries as the nane delegation. This may seem
radical to sonme, but if the information is stored in bal anced B-trees
for exanple, the partitioning may not be al ong those nam ng authority
del egati on boundaries (see [7]). Lastly, it |eaves open access to
the Gobal NID Registry. |Is this distributed to every client, or
managed in widely distributed servers? It is inportant to note that
it is the intention here that a single RDS schenme is likely to
support names frommany or all nami ng schenes, as enbodied in their

NI Ds.

One concept that has not been addressed in Figure 1 is that there may
be nore than one RDS available at any given tine, in order to all ow
for evolution to new schenmes. Thus, the picture should probably | ook
more |ike Figure 2.
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URN: <NI D>: <NSS>

TS [ S, (, ) ------- +

I I

I I

I I

% %
R L R + R L R +
| @ obal NID registry 1| | @ obal NID registry N
e e e e e e e e o + e e e e e e e e o +

Figure 2: Mdre than one co-existing RDS schene

If we are to support nore than one co-existing RDS schene, there will
need to be coordination anong themwi th respect to storage and
propagation of information and nodifications. The issue is that
generally it should be assuned that all information should be
avai |l abl e through any operational RDS schene. One cannot expect
potential publishers to submt updates to nore than one RDS schene.
Hence there will need to be a straightforward mappi ng of information
fromone to the other of these schenes. It is possible that that
transformation will only go in one direction, because a newer RDS
service is replacing an older one, which is not kept up to date, in
order to encourage transfer to the newer one. Thus, at sone point,
updates nmay be nade only to the newer one and not be made avail abl e
to the older one, as is often done with library catal ogs.

This framework is presented in order to suggest to RDS schene
designers a direction in which to start designing. It should be
obvious to the reader that adherence to this franework will in no way
guarantee conpliance with the guidelines or even the assunptions
described in Sections 2 and 3. These nust be revi ewed i ndependently
as part of the design process. There is no single correct design
that will conformto these guidelines. Furthernore, it is assuned
that prelimnary proposals may not neet all the guidelines, but
shoul d be expected to item zed and justify any |lack of conpliance.
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